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|0, ASHAHZMAAL AYHDAHNE SUSHH 2A/AEME Hd 2SN, A
M2 [CS Ready] F7| 727t RO EICE 2|A/AEMZ AO[H EOF == 0f 2t 3EHA
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CS 1,2,3 (IMO, ISO

27001, NIST, IEC 62443) .
- Policy & Procedures T \ Shipyard
- Crew Training cS Ready

- Risk Assessment - OT System incident

response & recovery
- Risk Assessment
- Penetration Test

Cyber Security System
Type Approval (IEC 62443 4-2 & IEC 61162-460)

- Security Level & Technical Requirement
- System Vulnerability Test
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® [CS Ready] M[ZEA OI5Hi5t7] : #5 AFO|H] 2|23 7} HaA

MEF AFOIH 2| A3 ™I} (Cyber Risk Assessment)= A8} IT/0T A|AEIO| ALO|H £ OF M A

EtF S d55te EXQ Q40| Muf =a A[ARO| CHok ALO|H 2|1t F{oFH
2 A Y5 7tsT AOIH 34 AlLIZ|R R AOIH 2|A3 =& =0lsta, 2| A3 5
MZst7| fIst 7|&X 20Ot T (25}, 1ps/IDS, VPN, Anti-virus, S 2 E1I0|E1 kel
S)2 YIS Sl A0 AO|H 2| A3 HI HAME 502 A2 M=l OF otrt.
St= 452 1S0 / IEC 27005, NIST 800-39 7| Bt 4CHA 2 T El XA QI ALO|H 2[ATH
7t ZZNAE XH sE A0 X () LNGoH ,AUSSY, St s, 2y
2 EAMH[A, FAHOAAL(0F HA)SICH 2 w22 EHH M= 28 M BHA O Chal
M S OXL BT}

g Network Topology, Asset List, etc.

» Step 2 Critical System Identification

Criticality Index (Crl)
Vulnerability Identification = Confidentiality Index (Col)

. Threats r Countermeasure

+ Integrity Index (Il)
+ Availability Index (Al)

Step 3 Cybersecurity Risk Assessment
3-1 Threat & Vulnerability
3-2 Risk Analysis
3-3 Control Identification

Risk Analysis

Likelihood r Impact

Control Identification

Step 4 Recommendations
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STEP 1 : SCOPE DETERMINITATION
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#1 HEQA £H
= Zone S Conduit E7|(IEC 62443)

» AAESEX|[(AHOIEHO|, 2t2H,
HiSIE VPN) H 7|

0

. CHAF A|A

o

U ZH B2

0

- AMS(Alarm Monitoring System)

#2 xI_AI.E = Mail Server PMS Windows Server 2016 USB:3LAN:2  Accomm. 2 officer
=17 Enterprise PCs HP PMS Window 10 USB:3LAN:2  Accomm. 2 officer
System Printers HP USB: 2 LAN : 2 Accomm. 2™ officer
o Router cisco cisco USB:1LAN:20  Accomm. 2 officer
» AN A|AEHIS MG B E | : o =
o o= o - L (@) Firewall cisco cisco USB : 1 LAN : 20 W/H 2 officer
DMz Event Log Advantech Windows Server 2016 USB:4LAN: 2 W/H 2 officer
o d x_" x." g | O-" O_I AT E o-" Anti-virus HP Windows Setver 2016 USB: 4 LAN : 2 w/H 2 officer
- —_— No.1 0/s HP KC 600 Windows Embedde USB 5 LAN : 3 ECR 1% engineer
- O OS T ; L= T d bedded =t
o_I (m | I X_I x_i E Control No.2 O/S HP KC 600 windows Embedded USB:5LAN: 3 ECR 1% engineer
=x H I L- O System 08 Switch Moxa Phoenex ECR 1 engineer
Firewall Fortinet Forti USB : 1 LAN : 20 ECR 1% engineer
e |
- E E I-l _?- Wireless AP. cisco cIsco USB: 1LAN:4 W/H 2" officer
Vsat Rack intellian USB : 3 LAN : 10 W/H 20 officer
i Rout cisco cisco USB:1LAN: 20 w/H 2 offi
I —o il Ol X‘i System outer : : 1 officer
- O _'FI E = KX L Firewall cisco cisco USB : 1 LAN : 20 W/H 2 officer
Navigation No.1/2 ECDIS JRC windows Embedded USB: 3 LAN : 4 W/H 2™ officer
VL A N m]]| | P M A C = A Communica  Ne-V/2 Radar JRC Windows Embedded ~ USB: 3 LAN : 4 w/H 2m officer
ion System Firewal Fortinet Forti USB : 1 LAN : 20 W/H 2™ officer
=x / - tion Syst 1] ™ offi

#3 2|23 & 7|&E
- 2|23 OjEEA
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- Intolerable Risk : 15 ~ 25
- ALARP Risk : 5 ~ 12
- Negligible Risk : 1 ~ 4

Vessel Inside

HP

ofware | 05 | bon__|

Impact

Significant

Index

10
Significant

8
Significant

12
Significant

6
Significant

9
Significant

12
Significant

6
Significant

10
Significant

8
Significant

5
Significant

3

Probability

Ref

.1 IEC 62443, 1SO 2705 : 2011, API STD 780




STEP 2 : CRITICAL SYSTEM IDENTIFICATION
A AhZD B7HE SOl £ ALY AE

X b | gl A |:| 7=i A—i |-RA-| =2 ES |-A H |-
[e) —
HMf :CIAYZI 248, 7 Eoo|_|-xl_|-07
ic =
o XtiHHILE STt Criticality Index 478
— —
Software / Interlocking or . Redundancy / Value Criticality
No.| Category Assets Model L Manufacturer ) Location .
Application Related Equipment Substitute § C | | [ A | Index

1 SNS VSAT network switch - Bridge 4|3

2 SNS Wireless AP (Wireless access point) - Bridge 2|22

9 SNS ECR PC - Windows 8.1 LG ECR 3133

10 SNS Ship's Office PC - Windows 8.1 LG Ship's Office 3133

1 SNS C/E ENG. Day Room PC - Windows 10 Samsung C/E Day Room 3133

. Cap't Day
12 SNS Cap't Day Room PC - Windows 10 Samsung R 3133
oom
Windows Server
13 SNS Server R740 2012 Dell ECR 2122
e e —

Criticality Index : Crl = Col + II+ Al

Three(3) factors are considered : Confidentiality (C), Integrity (1), Availability (A)

Sum of Asset Criticality Value Category (Crl)
13 < Asset Criticality < 15 Definite 5
10 < Asset Criticality < 12 Probable 4

7 < Asset Criticality < 9 Occasional 3
5 < Asset Criticality < 6 Remote 2
3 < Asset Criticality < 4 Improbable 1

e 7| Y’ d(Confidentiality) H7} 7|&

o o = A 4| L
7|22 7t ALEXHEE AR 2 = JEE Ste A22MN H|QUZEARS| XHit ALE
O -~ — = -4 _— 10 =
A HE20e §2ez Qo Hi=L[A Hl5 =& 1250l s5& 7=
(LI i Descriptor Definition
Index
5 Critical Unauthorized disclosure could result in significant risk to human, asset, environment ;
rtica Critical financial loss, Very long-term business interruption/expense, Possibility of fatalities Z
Q
4 Significant | Significant financial loss, Long-term business interruption/expense, Permanent physical injuries g
I}
O
3 Moderate Unauthorized disclosure could result in moderate risk to human, asset, environment =S
Moderate financial loss, Medium-term business interruption/expense, Short-term injury @
v
®
2 Minor Minor financial loss, Short-term business interruption/expense, First-aid case injury 2
5.
1 Negliaible Unauthorized disclosure could not pose a risk to human, asset, environment
gig Negligible financial loss, Very short-term business interruption/expense
07
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STEP 2 : CRITICAL SYSTEM IDENTIFICATION

2R . KNI WIS E8 =8 A|AH A
FulAR CACIES, 7248, 7I88)E S A8t

— L O

o ZZ M (Integrity) H7} 7|=

[ o OF O "‘ () = < - =S O
FAE2 QAULEX] QE2 Xtof ofgt /- HEE XSt A22M X 22 HEO| F
(=) A A o o mikel S = el o =]
ghd/rlzlgo| £EES 422 H=LH A Ol FSEEE 125t s82 78
e [ Descriptor Definition
Index
5 Critical Unauthorized modification could result in significant risk to human, asset, environment
Critical financial loss, Very long-term business interruption/expense, Possibility of fatalities
4 Significant | Significant financial loss, Long-term business interruption/expense, Permanent physical injuries
3 Moderate Unauthorized modification could result in moderate risk to human, asset, environment
Moderate financial loss, Medium-term business interruption/expense, Short-term injury
2 Minor Minor financial loss, Short-term business interruption/expense, First-aid case injury
1 Negligible Unauthorized modification could not pose a risk to human, asset, environment
glig Negligible financial loss, Very short-term business interruption/expense

o 7128 (Availability) 7} 7|&

4O S O O L X it =L
71842 HAo| At 22 RO 2 A AFEO| 2Tk = SEHEM HaA| siF AHito
=S O o o Tl & > = = C 190 =
ArE B2 FE0e] 20| 082 B8Rl H[=L A o SFEE 18510 S58 7=
Gl il Descriptor Definition
Index
5 Critical Unavailability could result in significant risk to human, asset, environment
fitica Critical financial loss, Very long-term business interruption/expense, Possibility of fatalities
4 Significant Significant financial loss, Long-term business interruption/expense, Permanent physical injuries
3 Moderat Unavailability could result in moderate risk to human, asset, environment
oderate Moderate financial loss, Medium-term business interruption/expense, Short-term injury
2 Minor Minor financial loss, Short-term business interruption/expense, First-aid case injury
1 Negligible Unavailability could not pose a risk to human, asset, environment
gltg Negligible financial loss, Very short-term business interruption/expense




STEP 3 : CYBER SECURITY RISK ASSESSMENT

SN . QANS Sof T2 AIAHO| fe B2 A, Aol 37 AlLt2|e
A 8 2|AT B4, 2|A3E F0/7| A% HMAE £

® (3-1) OT A|AH | AlY

No. Top 10 2016 Top 102014
(old No.)
1(3) Social Engineering and Phishingt Malware Infection via Internet and Intranet
2(2) Infiltration of Malware via Removable Media and External | Infiltration of Malware via Removable Media and External
Hardware Hardware
3(1) Malware Infection via Internet and Intranet Social Engineering
4(5) Intrusion via Remote Access Human Error and Sabotage
5(4) Human Error and Sabotage Intrusion via Remote Access
6(6) Control Components Connected to the Internet Control Components Connected to the Internet
7(7) Technical Malfunctions and Force Majeure Technical Malfunctions and Force Majeure
8(9) Compromising of Extranet and Cloud Components Compromising of Smartphones in the Production
Environment
9(10) |(D)DoS Attacks Compromising of Extranet and Cloud Components
10 (8) Compromising of Smartphones in the Production (D)DoS Attacks
Environment

Ref. : BSI Industrial Control System Security — Top 10 Threats and Countermeasures 2016

o (3-1) ALO|H| 27 A|Lt2|Q Al

Malware Remote update and maintenance External System malfunction / network infection

Vessel Inside

Vessel Outside
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STEP 3 : CYBER SECURITY RISK ASSESSMENT

SN YAMS S0 T2 AILH i ABS 4, Aol 37 ALt
A W 223 B4, 2238 F0/7| A AMNY ES

® (3-2) 2|23 &4
= ZH ALO|H 32 A|Lt2| 29| 2| AT (Risk Index)S =45t
= 2| A3 (Risk Index)= Probability Factor?! Threat Index(Tl), Vulnerability Index(VI)
9t Step 29| Criticality Index(Crl)& 112510 AHY &
- Threat Index (TI) : probability that an attack occurs to the asset
- Vulnerability Index (VI) : probability that the attack succeeds when the

cyber-attack occurs

Impact 3

5
Significant

10
Significant

8
Significant

12

Significant

6
Significant

9

Significant

12

Significant

6

Significant

3

8

Significant

10
Significant

5
Significant

Index

Probability

Cyber Security Risk Index(RI) = Threat Index(Tl) x Vulnerability Index(VI) x Criticality Index(Crl)

® (3-3) M =&

Threat Agents /

* Potential Cause

Potential Consequenc:

Existing Controls

VI Tl Crl RI

Proposed Controls

Res Risk

Motivation (Hazards) (Responsibility) VI TI Crl RI
- 1) Strenthen USB [T
Crew, external * Malicious use of  |Asset damage, loss of . - N
Careless use of . N 1) USB scanning policy (USB scanning
party / usB functionality, data . . .
external storage y . ) .. W12) Anti virus vaccine | 4 |4 | 4 polity) 2|4 4|8
. accidental or * External storage deletion, virus, collision, . .
media ) i . ) for ships PCs 2) Cyber security
intentional device grounding Training for existing
® and new crew
1) Anti virus vaccine 3) Dedicated USB
—~ for ships PCs only for ECDIS
o) 2) Recovery plan update
< No.1 & 2 ECDIS (backup disk)
[«3} : .
Crew, third party 5 Asset damage, loss of |§|3) Redundancy (two Recommendation
r_:"_- / * Chart update with functionality, data marine ECDIS ) Restricted use of
5 Computer virus . infected external N 2 . 4144 2|4|4|8
3 accidental or storage media deletion, virus, collision |systems) USB drive
g intentional 9 grounding 4) Paper chart 2) Use of encrypted
L (emergency folio USB drive
g only) ) ECDIS update with
= 5) Service technicians CD provided by
% available world wide ender (use portable
2 CD-rom drive)
=,
<
o g o = o [ S o = A
Existing Control2t B8 ZL RI= 16, Proposed Control7tX| M8 ZL RI= 82 UL



STEP 4 : RECOMMENDATION

S R 93] AIO|H{EOF BAIWIL ZIHAIO|H{HOH B[AD £F 2[A3
Z4g 93t AMER, MARhE 2MS}

<o CYBER RISK CONTROL LOG St e
. o s PRmiEET T S a
® Cyber Risk Control Log 2A{3}
DocumET
TARaET varEn
Scenario 1D Risk Index Risk Level
. - e 5 e
- S5 2[23 2 == .
I
caus Tecbon i OSh wbn chet it e s oo

H I o . . Malicious code infection, ECDIS cannot be used, ARPA radar cannot be used
» 7 : ALARP & Intolerable Risk
(| . Existing ECOIS update using the CD (rad anly starage device) supplied by ECDIS Maker/Manufacturer

is bofore using the USE for

vl Action (Compulsory):
A str 10 the use of external storage media, etc)
e s

= I35F AtZ : Cause / Consequence /

[V 1 Recommendation (Advisory) o Remarks:
© When update software, check the compatibility of the system and security issues
D. Use secure USB drives

Existing Safeguards / Action / Due Date

Warkshop facilitator Date:  21/12/2017 dimmyrn

/ Responsible Party &

written by: signed: Date: e, e
close out:
Written by: signod; Date: i, v

Awareness Training Malware Protection System

Touch Panel 10.1° LCD Monitor
{System User Interface)

External USB Pen Drive
or Portable HDD

Cyber Risk
Mitigation

Incident Response

Procedures .
LI

Vulnerability Scanning Penetration Testin
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b
File Action View Help
e 25 XE
& Security Settings

v [a Account Policies

Policy
[Clenforce password history

4 Password Policy ) [ZIMaximum password age
v ACQRUNT LOCROUT Folicy [CIMinimum password age
§ Local olicies [ZIMinimum password length
| Windows Firewall with Adyan( s g

Password must meet complexity requirements
[L]Store passwords using reversible encryption

1 Network List Manager Policie
1 Public Key Policies
| Softwdre Restriction Policies
Applicgtion Control Policies
4 inc Lo

5| Run

itre Dalicil 1

e name of a program, folder, document, or
t resource, and Windows will open it for you.

Type ti
Intern

Qpen: ” secpol.msc I v

Local Security Setting  Explain

Password must meet complexity requirements ~

This security setting determines whether passwords must meet
complexity requirements.

Ifthis policy is enabled, passwords must meet the following minimum
requirements

Not contain the user's account name or parts of the user's full name
that exceed two consecutive ch.

Be atleast six characters in length

Contain characters from three of the following four categories:

English uppercase characters (A through Z)

English lowercase characters (a through z)

Base 10 digits (0 through 9)

Non-alphabetic characters (for example, !. 8, # %)

Complexity requirements are enforced when passwords are changed
or created

Default

Enabled on domain controllers.

v

For more information about security policy and related Windows features,
see the Microsoft website.
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