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CS 1,2,3 (IMO, ISO

27001, NIST, IEC 62443) .
- Policy & Procedures T \ Shipyard
- Crew Training cS Ready

- Risk Assessment - OT System incident

response & recovery
- Risk Assessment
- Penetration Test

Cyber Security System
Type Approval (IEC 62443 4-2 & IEC 61162-460)

- Security Level & Technical Requirement
- System Vulnerability Test
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Introduction
Objective and Scope

Organization

Cyber Security Activity

Network Segmentation (Zone & Conduit)
System Description

Cyber Security Design Philosophy
Policies and Procedures
Integration, Verification & Validation
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Appendix
9.1 Network Topology
9.2 Asset List
9.3 Software Registry
9.4 System Access(Password) Management
9.5 etc.
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FGB0E_ConFW Firewall Security Technical Implementation Guide 8 Release 25 ()

Table 2: DISA STIG device compliance summary

Diagram 3: STIG CAT | Findings

I Passed
I Manual

Diagram 4: STIG CAT Il Findings

(W Passed|
B Manual
| W Failed |

Diagram 5: STIG CAT lll Findings

l Passed
anual
l Failed |

V-3000 NET1020 Interface ACL deny statements are not logged
V-3008 NET1800 IPSec VPN is not configured as a tunnel type VPN
~ V-3012 NET0230 Network element is not password protected.
; V-3013 NET0340 Login banner is non-existent or not DOD-approved
2 V-3014 NET1639 Management connection does not timeout.
g‘ V-3020 NET0820 DNS servers must be defined for client resolver.
D V-3021 NET0890 SNMP access is not restricted by IP address.
g_ V-3043 NET1675 SNMP privileged and non-privileged access.
Q V-3054 NETO0377 Firewall has unnecessary services enabled.
%’ V-3056 NET0460 ‘Group accounts are defined.
g V-3057 NETO0465 Accounts assigned least privileges necessary to perform duties.
i". V-3058 NET0470 Unauthorized actcounts are configured to access device.
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Information Assurance Officer
Information Assurance Officer
Information Assurance Officer
Information Assurance Officer
Information Assurance Officer
Information Assurance Officer
Information Assurance Officer

Information Assurance Officer

Information Assurance Officer
Information Assurance Officer
Information Assurance Officer
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CATII 2
CAT Il X
CATIII v
CAT Il v
CATII v
CAT Il 2
CATI V-4
CATII V-4
CATII .

i 2

ot Firewall 47 M &)



https://nvd.nist.gov/config/cce/index
https://cve.mitre.org/
https://www.krcert.or.kr/data/secInfoList.do
https://cwe.mitre.org/

M
Mo
>x
Jio
i
"ok

® CS Ready 7 HAF ALO[EH L QF A|ARH X| & 2%,3% &)

CSReady 7| R 2 & @OASH= L2 2MAEE /ol of2fe| At =& M| =50 Of SHLt,

HEHI FHE

MAH 715 27AFE A

X ALEAL O &

M9

Xpak Fofd TT 2t

Ao BlAIHTIL BN

ZE x[2EE] 8

a
2 A=A

AFO| B O A|! HAHA

SHUHE

» A|ARS F/d5HE R E FH| List-up
- 2GHH©S) / HAUO, £2ZEQ0 S HTH HE
-SEQIO 2 S B
- ZEH™E (USB, LAN, WiFi, Serial S)
- =2 2K
- VLAN % IP / MAC =&
- Anti-Virus T2 1
= M MA| A|AR OfF MM EH(=2|H, E2IH)
- KA S A TG OI(IEC 62443 3-3 Zone & Conduit 7|gh
- BAEZHX|(HOIELO], 2t2H, W3, VPN)
- O S E(EHha, el
= Security Design Philosophy
- AO[H| A|AEY / ALO|H{ E O FH| 24 & 7|5
- 2oty 7ls 3 2, DMZ 8)
- HESR FH|(2%1X 8) 7Is X HF
- AOIH{ ALY BFX] 7| (IPS, IDS, SIEM) &
- ¥ - FMHA0| ot 2o HA
- &4l - HojH 2z 3} A
- AZEQO RAEs A
- AO[H| At =5 X
- I|AQIE ZEi2|, A MHFE ENX|(EEAY S
ATESQ0 7|5 BEM / AL/ AHEX O 7
Ef A|2R ZHo| QIE{H[O| A A / DfFL|F
- /O List (Control / Monitoring)
SZEEE ™A
= 7|E F g zithEqL
- MH, HoHEH|, HESZEH|, PC, DBMS &
= AlO|H 21 S8 EXM3t
- ARE AL, 23 (1Y B3, J|E &
- Ato|e XpAETHZI YA, REY, 7+ 4)
- MO 2|23 48 7|F 2Nt
= APO|H 2|23 AH 51 ZX|A|= 2|
- Safeguard A8 3 =X
- Inherent Risk %! Residual Risk !
- AZEQO SH 2| A=EN
- AZEQ0] QHED| 22| (HARE
- 2T EQI0f O|F & AHA|XE
- AX EW, HAE HD
- /A B+ RYE (2
A8 /Y (e T8)
- 97|, 27|, A™ #HBHo|
-IP/ EE A
- EfO|MIA B
= AJO|H AtCHE S = Ij7
- AO[H| At =&
- ARO[H] At ZEX| HA| , g
- AfOjH A RTHE W =7 M /=M
- X A s EF

* Factory Test Procedure : 7§E A|AH 2ot HE S 2|0 HAE HAL
* Onboard Test Procedure : 418} S8t A[AH Hot ASS Qo HAE X}

A M2 Hof 22

A14Nn23S J9gAD swiIelN Y

o
~N




D) KR 34 Ato[t{ =0t HAIB 0l 7ho| =2}l

® AHO|E{ = O A A0l X| 2] O|8}3}7|

ro
>
oo

A SQlofEt, et X[5H7] Hof Xﬂﬁol 27 MO O 2] AtzaA R S
o HEY B2 HE0l 80 Mottt As M=Kt CHojAM SEot
r

I=|
l2 |SA 62443 4-2, IEC 61162-4601 Z2 =N H

0|'

Ay

Al

e
O:

rir
MY e
mo mo mjo

d 545
71202 JHEIO0 Mo BXIEIE 8 Tk ¥Hl, B A0 U 2L A
Sg E3Hote AtO|H] AIAEIO| AfO|H Bt £F U O 2F0| ot 2US 12749
4% 95 120 222 27 A0l 8 HEE B ot 7|53 145 Boisc)
<KR ARO| {1 9F H A 59! K| HO| T4
M2 A M5E : Hloje 7|2d HoE : swoiZ2|AH o8 24
M2®: Mg 2 ol5 | Me™: HoE Hols =5 | H10%: YHICIE Byl 2
H3E : AL Ho] M7 MDOf Chet BAl S | A11%: SAE Fu| 27
HaZ: A" 22 Me& : 2lax JHEY H122 : HERA &8l &4

Source : http://www.krs.co.kr/KRRules/KRRules2019/data/data_other/ENGLISH/gc31e000.pdf

® H QS 3 (SL, Security Level)2| O] 5

o
[o3)

A1N23S JBgAD WA Y

SL4: =2 57| 20| A3 o = MOl Qittof L3t B S
- 0F 59
~ Do #F e
- =0 7|5 U mE ol

I|' = Source : IEC 62443




o

2IE (207)

et
71 7| 718t &= (PKI)

7|8k =0 FYH Lo M

~
Ho

Il

al
o

AT AR, THEL2 ISA 62443-4-2 CR1.80] [t

=
=

-
1. &

C}. (SL 2,3,4)

o

E|0{OF 2

St
=1

IHO

Ch(source : NIST SP 800-57).

ofn|gt

i

A

encryption

decryption

symmetric key

symmetric key

encryption

decryption

private key

public key

- CHE71/8 L8 7>

I

KIo

|(Symmetric key algorithm)O| Q10 M Z2 CHE 7| E Al

HEA
o™

A&otE CHE 7|

mjn

(Asymmetric key algorithm)O| R}, H|CH

HIAI
(=R

PN|
o

(Public-key cryptographic algorithm)O| 2} 1 = S}H

b,

t

(=]

o Al B0 A KHA|

Hm E

|12d

k7

Ol A1 ofO] A

71, HICH

C

=
—

KR Maritime Cyber Security

jon
0fo
=<

=
o

= A9, 0s
O QL0 TH

PN|
(=]

ol
KID
vl
|
oll

10
o]
of

ol
T
70
™~
7o)
T

)
Wl
ol

oju
Kio

| GIA| 2= RsA,

=0
= —

k=]

Of A2

=
[S)

O A| 2= SEED, DES, ARIA, AES

Of ACt.

=
o

ECC, DAS, TPM



[EY
o

A1N23S JBgAD WA Y

Advanced Attributes X Iﬂ = | TEST
General Security Details Previous Versions
TEST Encrypion Choose the settings you want for this folder. “ Home Share View
Typeoffie:  TextDocument(bd) File attributes 1\ » TEST
Opshsit: g Howpad Sione []File is ready for archiving
~
Location CUsers\hoon\Deskiop\TEST [~] Allow this file to have contents indexed in addition to file ﬂ' Quick a¢
Size Obytes
Size ondisk  0bytes Compress or Encrypt attributes = Des
Created Thursday. September 10, 2020, 9.04.06 AM [[] Compress contents to save disk space 3 Do
Modified Thursday, September 10. 2020, 9:04.06 AM | Encrypt contents to secure data
Accessed  Thursday. September 10, 2020, 9.04.06 AM 4 Dan
Mbae  Cirsaosy Cirsases o | cnce S Pid# v TESTEncryption
o o IS5 7ol Ol = [e] Fe¥kel L
<Rl 0sO| M Msot= It 8l 20 Y=ot 7|52 O|Al>
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M S22t MATe =M ZHEHS| IS i st of 4= QAT ot SMEE 22lA| P2t
L O} = CCSts =3
Off At E|= Y 2|F ETH2Q10| 745 5trt.
a Certificate Details X
General Details Certification Path
Show |<All> = Table 2-1: Recommended Algorithms and Key
Algorithms and Key
Field Value A Dicital Sienature k d
" igital Signature keys use:
= Tssuer hoon for authentication ECDSt\ 4? bltg 2256 st
—|valid from Monday, March 2, 2020 1... (for Users or Devices) A (Curve P-256) s
:3 Valid to Wednesday, February 7, ...
=l Subiect haon Digital Signature keys used RSA (2048 bits)
= for non-repudiation e
| ~| Public key RSA (2048 Bits) | (for Users or Devices) ECDSA (Curves P-256 or P-384)
_|Public key parameters 0500
i1 Enhanced Key Usage Encrypting File System (1...
?‘\ b I 4 d hWP g ; ’ I ( CA and OCSP Responder RSA (2048 or 3072bits)
‘gSu ject Alternative Name Ot.er Name.Prlanpa Na... v Signing Keys ECDSA (Curves P-256 or P-384)
30 82 01 0a 02 82 01 01 00 a7 d7 9d 4a 93 2d ef A _ RSA (2048 bits)
59 36 Se 71 04 91 4d c3 9 78 04 6c a6 cd 5d bc Key Establishment keys i 1 2048 bi
be 9a 37 bd 71 c9 ea 71 49 ce 3c 7a S5f 2a 30 e5 (for Users or Devices) Diffie-Hellman (2048 bits)
16 7& 4e b8 54 4a 4f Se 5a 0Oe 01 8a c5 68 b6 68 ECDH (Curves P-256 or P-384)
ed 66 c9 al c3 af c7 a7 79 4e 8d 42 eb 36 c9 38
o o =3 =
<=2 os et Ene|E S NsT #1eF Hj 1>
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