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Source : https://www.techradar.com/news/hacking-satellite-internet-connections-is-a-lot-easier-than-youd-think
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CsS1,2,3 (IMO, ISO
27001, NIST, IEC 62443) -
- Policy & Procedures 4—-——"_ Shlpyard

- Crew Training CS Ready

- Risk Assessment - OT System incident
response & recovery
- Risk Assessment

Cyber Security System

Type Approval (IEC 62443 4-2 & IEC.61162-460)

- Security Level & Technical Requirement
- System Vulnerability Test
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MITRE ATT&CK 7|
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Zone B H Q| (Firewall, IPS, IDS S)2| &

= A|RC| A W E 0] A| M E](Cyber Attacks)*= & 2 610 Block®| =

* CVE(Common Vulnerabilities and Exposures)Z| 8t Attacks

Vessel Outside

Vessel Inside

.....

Remote Zone
Control System Zone
DMZ Zone

o

Outside Vessel
Enterprise Zone

. Maintenance Zone

®
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Wo. | souce | Destination _

Enterprise System Zone
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® [CS Ready] Activity : MITRE ATT&CK 7|8t & £

MITRE ATT&CKS O|= MITRETL 7} 7HEESH B E 2 ATT&CK(Adversarial Tactics, Techniques, and
Common Knowledge)= Z5StMH, AO|H SZXIe| F & O|F(E& O|F)&SZ2| Aty 2
ULt PRE-ATT&CK(157 T &
Me, 1847 7|=) 7HH 22| 2 2R/ &= 771K 2] THAIOf A
ALE. Cyber Kill-
CHAZo| MO E XEH 5
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7|<) 3t Enterprise ATT&CK(127H
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Chain T2 &
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HAZ HAlsta

CH-& 5= cyber Kill-Chain ™
FEA

SEAE
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SRR

PRE-ATT&CK

Priority Definition

Planning, Direction
Target Selection
Information Gathering

Technical, People, Organizational
Weakness Identification

Technical, People, Organizational
Adversary OpSec
Establish & Maintain Infrastructure
Persona Development
Bulld Capabilities
Test Capabilities

Stage Capabilities

ATT&CK for Enterprise

! Initial Access

| Execution
Persistence
Privilege Escalation
Defense Evasion

Credential Access
Discovery

Lateral Movement
Collection

Exfiltration

Command and Control

Impact

mmmmmmmm

Netwark

Source : https://attack.mitre.org/
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(2) 2% Al 0|20
(3) 715 ¢l ASKE
(4) LSAE M, At SI7tEA| Y2 S/ HELRRH QASA E=
2. H3E0| 2ESHE ASAE ot=Of HFHLIES Soll 2= X[0{0F BHEt. (SL 3,4)

ASKL 2T A

Q15 X}Authenticator)= X2 A AZ QSt=0 AHEEl= +=HOICHEXN IEC 62443 4-2).
HMOIEC| 22 A0 ID2I PASSWORDE AHESHA Z|=0| O| § pPASSWORDZ} Q1S Xt| of
Ol A7} EICH O 202 EZ, CIX[E MY, 22 3t=l 015 7| 50| Q15| o A| 7t =ICt,

E Control Panel

User Advanced Domain LDAP
! User

A Password Settings

(@

Storage
Allow non-administrator users to reset forgotten passwords via email

W Apply password strength rules

E3

A File Services
W Exclude name and description of user from password

| ] .
mem Services Include mixed case
Include numeric characters
@ Notification

Include special characters

: " Minimal password length 6
= Device

<QISAt &2 7|52 O Al>

? 382 2tRHOM NSkl = 2H2EM password 7|BH| QIS AE 22| 7|52 M2 &
= QUCH 22| Xt7}F ot LHAE XL CHSHA = PasswordE A2 BF SEE e-mail TAE
AMESHY 7|5t e = US 2 Y 5= UL Password ™ A0l = B E CHAEX}E, XL EFEAt
S22 AH85t XA KRB 4785t EE 7SOl MSES & = ULt

ISX= 22 £|0{0F 5, =3} 7| 50| O|0f CHSt O A| 7} & 4= RUCE QIS AHO|| Lo 2 2t=
s/W O{Z2[#H 0|2 0|85t AN A2 Fe == JUX[T 0sO| M X Sdt= =22t 7|52
g8g =L Ut




2 BitLocker Drive Encryption — O 1%

T ‘{ » Control Panel » System and Security * BitLocker Drive Encryption v O Search Co.. R

Control Panel Hi . . .
enoranertiome BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive
C: BitLocker off

G Turn on BitLocker

R

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.
See also

) TPM Administration
G Disk Management

Privacy statement

1]

<2l =% 0sO M M| S35t F=2t 7|52l BitLocker2| O Al>

HER 0sOM HSdt= =2t 7|50 Bitlockere EEI0|E FME 223ldt= 7|22M
MY U= ABAE B = oM EM/0Y tHeel (25t 7|sS 288 =& UL

TPM(Trusted Platform Module) - S| E9J|0] 7|H QISXt HS

o (@] e ] I . —‘— M = = (@]
HER osOﬂH MEots E2t0|E TH =t 7|52 BitlockerS #°d%t= 4% TPMO|
M O o [ Re) CC = 2 E o
SXZ0] AKX 2 R Lt €2 HAXZEE AS 2 = UL
~ Devices and drives (2) X
Local Disk (C) BitLocker Drive E it C:
== = DVD Drive (09 ”& itLocker Drive Encryption (C:)
W 442 G o -
n
pe . . Starting BitLocker
Open in new window
Pin to Quick access ° This device can't use a Trusted Platform Module. Your administrator must set the "Allow BitLocker
G T Bl r{i}:::ﬂuﬂtsa compatible TPM" option in the "Require additional authentication at startup” policy for OS

Scan with Windows Defender...

@ Scan with ESET Internet Security
Advanced options >

Share with >
Restore previous versions

Pin to Start

Format...

Copy

Create shortcut
What are Bitlocker's system requirements?

Rename

Properties

BitLocker| Oi| A|-TPMO[ 2 X| E[O] UK b2 E2>

r

<2 =% 0sO| M M S35t H=2et 7|52
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TPM< Trusted Platform Module2| 2AtZ Z

+A3510] 0| HO| gle 4% F2 2/t E7HS05HER Sh= SLEROf 7|8 2o} B4 o] BF Of O|Ct.
20| Mz=Ekl= DA L ES S0|= 0 TPm HO| 0|0 Bl 2 E0f EX[x[0f Fitk|= FRT}
Pc S0M= SIS S SUAL2ZE HASH7| & ottt O] 2% ko TPm HE

ROIF7[2 St TPME| 7|52 28 o UL

Lt

TLOHSHO] O QI 2 E o S R0

AEx oz olopy|ste 22|50l Hg 0/83t0] 2ats

nnu'“‘““

Torwvd od 3w

Information technology — Trusted
Platform Module Library -

Part 1:
Architecture

trreny — Yecsen

oL de Tedsls

ol

ervcnce sesbar
150.72C 1189311201 51K

<IEC 11889-1>

olo] 2N EESZ XNHO| 20
A2 TPME| 7|52 &HEGH7| flsiM= BEHE
s/wZt H3trt 1= 050l A XN|S3t= BitLocker 7t
O OjAI0|H, O 2 HEo| 48 T2 M QUCE TPM

ol 2X[E2 oF 7|tz ot s/wE &9
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e i e
—_— Sy - 25
g e SEm—— |
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25. J_TPM_MODULE TPM module connector
<TPM Z1 2| O A|>
= o
INTERNATIONAL  ISO/IEC TPMO| CHTE LHE2
STANDARD 11889-1
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5) IEC 62443 4-22] 0|3}

® IEC 62443 0|5} 57|
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® IEC 62443°| 2 X
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(e}

ME2 AO|HEQH MH|
|, IEC 62443 4-2= AO|HEQIS| 7|=H QO = AO|HEQt
SOl MH| A0 M CHCh=7F A& &0 QUCE O
12|10 IEC 62443 4-22| Q740 CHsl 7| D& 0 X} SHCF

AE

=

%8l 1s0 27001, IEC 62443 3-3 & 4-2, IEC 61162-460=

I
=

Ho
2H i

o8l XIS 5K 1EC 624432]

o I . = =
IEC 624432 MN|E &2 AHProduct Supplier) X A|AE SSHXHSystem Integrator) E LA =
L= o = o g
A ST LY 2|A3 2totE 2I5H AFO|H E ko) Chot FA| & ol 2 A S XS5t AHY
Xt&2 3 K O A ABI(1ACS, Industrial Automation and Control System) & 0| 2tot 12 0| C}.
<IEC 62443 A|2|= & &>
)
Ex > IACS B9t
A £rof o o P e
o AR zee 8 20 ey Heda g
\. 2 \ 2 \\
gﬁ: lAio_g %g éfz; 5 tes i i iacs B0y 'A“;g; %%%ﬂgl iacs 74 285
\ 2 2 \ 2 \ 2
IEC TR 62443-3-1 IEC 62443-3-2
a0
\ \ &\ v \ =)
|||| IEC 62443-4-1 IEC 62443-4-2
o IACS HEHEQ]
e J8X w0 a2Ny
= ALARE 4 ALE v 89
2 B 3NE=E 3 B SEAEEE 2 3M & e
4 B O Source : IEC 62443-4-2
® Mg HY
IEC 624432 AR MOA|AE HERISZ AAE X|H A|AH, J4 2F0F 2H&AE 2HAX}
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® CVE(Common Vulnerabilities and Exposures

TH 2ot A3t S E0|Ct cveE

CVE(Common Vulnerabilities and Exposures)= S/ 22 2a2{ %l 5 2
HMEZ7H=0| o|fst
2 HCh 2

4 =l
ANeg M= gEr8oz HoF Aot 2 & cve ID HSE o0 cves T

4

[}

FopEo M =2E XE5tL siAs5H7| fsf FHSY ARH AlAH OHE SHA|
H2|3lE = x| YBtct,
Source : RedHat
® Payload
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QAZ2Q0| WHE T WNHEILL 27I2 CHRECEE GHYAC I 3RS o =0f mi2f
LS FIHE QI W Q| EE= Il E LotCt

Source : Ahnlab

® Pass-the-Hash Attack
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oIF A CHE HERZ AL B&5ts 7|=0[0 I dRAes et HAE fs S 7| 2
Sirlel A2 E =S Hart Ct pH SH2 Y27t HEE U7X ¥ sHA|7F 2= M[A0
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=2l X 7|Et 7S 23 -0 SjlA| S R =L

Source : BeyondTrust

® credential dumping
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Source : MITRE ATT&CK, 2020
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