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CS 1,2,3 (IMO, ISO
27001, NIST, IEC 62443) x

- Policy & Procedures 4—-'_'—

- Crew Training CS Ready

- RiskAssessment - OT System incident
response & recovery
- Risk Assessment

- Penetration Test

Cyber Security System
Type Approval (IEC 62443 4-2 & IEC 61162-460)

- Security Level & Technical Requirement
- System Vulnerability Test
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Windows

o . nd
Mail Server Server 2016 USB : 3 Accomm. 2 officer
Enterprise PCs HP PMS Window 10 USB:3LAN:2 Accomm. 2" officer
System
Printers HP - - USB:2LAN:2 Accomm. 2" officer
Router CIsco CIsco - USB:1LAN: 20 Accomm. 2" officer
Firewall CIsco CIsco - USB:1LAN: 20 W/H 2" officer
Windows 2" officer
DMZ Event Log Advantech - Server 2016 USB:4LAN:2 W/H
- = Windows . . ]
Anti-virus HP Server 2016 USB:4LAN:2 W/H 2 officer
No.10/S HP KC 600 Eﬁ';::(:‘;z USB:5LAN:3 ECR 1% engineer
Windows .
Control No.2 0/S HP KC 600 USB:5LAN:3 ECR 1%t engineer
Embedded
System
0OS Switch Moxa Phoenex - - ECR 1%t engineer
Firewall Fortinet Forti - USB:1LAN: 20 ECR 1%t engineer
Wireless A.P. CIsco CIsco USB:1LAN:4 W/H 2" officer ~
e
Vsat Rack Intellian - - USB:3LAN: 10 W/H 2" officer k<
Q
Remote Router cIsco cIsco . USB : 1LAN : 20 W/H 2 officer =
System g
Firewall CIsco CIsco - USB:1LAN: 20 W/H 2" officer o
on
No.1/2 . Windows . . I g
Navigation ECDIS JRC Embedded USB:3LAN:4 W/H 2" officer §
and . S
S No.1/2 Windows . . T =
Communicati Radar JRC o Embedded USB:3LAN:4 W/H 2"d officer <
on System
Firewall Fortinet Forti - USB:1LAN: 20 W/H 2 officer 05
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