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® OWASP Top 10-AEQIE{LI ™
OWASP(Open Web Application Security Project)0l| [EE2 ™ OWASP AtE QIE{4l ZZ N E 9|
SH= MG, WX, AH[XZEASIH ST 2 E &2 S
D ALER T 7|28 75, U2 £ Boh I 2ot SO O 2ot oA 2E S
Wel=0 =22 M35t7| {IeH0|Ct 2020 AFO|H EOF m AR H O M= L
HIOFS A

et A= 21E H(1oT) 2] AHOIH {&] Top 101t i SYCHS 2T 2 0Kt SHCY.

I:r': 2014 IoT Top Ten 2018 IoT Top Ten
n Insecure Web Interface Weak Guessable, or Hardcoded
Passwords
Insufficient _

12 Authentication/Authorization nsecure Network Services

13 Insecure Network Services Insecure Ecosystem Interfaces
|14 Lack of Transport Encryption Lack of Secure Update Mechanism
nf, s Use of Insecure or Outdated Components
= (NEW)
2 lie Insecure Cloud Interface
E.? 17 Insecure Mobile Interface Insecure Data Transfer and Storage
§ 18 Insufficient Security Configurability Lack of Device Management
§. 19 Insecure Software/Firmware Insecure Default Settings (NEW)
= | no Lack of Physical Hardening Poor Physical Security




® HOoI AM|0|E ofj7{L|= F=(Lack of Secure Update Mechanism)
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+1SO27001 Al12. Operations security
* NIST SP 800-53 - SI-7 Software,
Firmware, And Information Integrity

* NIST Framework for Improving
Critical Infrastructure Cybersecurity

* OWASRP [9. Internet of Things Top
Ten

*+ U.S. Department of Homeland
Security - Strategic Principles For
Securing The Internet Of Things (loT)
* Cloud Security Alliance (CSA) -
Future-proofing the Connected World:
13 Steps to DevelopingSecure 0T
Products

* loT Security Foundation (IoTSF)

* GSM Assaociation (GSMA)

* loT Security Guidelines- Atlantic
Council (Brent Scowcroft Center On
International Security) - Smart Homes
and the Internet of Things- Online
Trust Alliance (OTA)

* loT Trust Framework and Trust
Framework Resource Guide

* BITAG (Broadband Internet
Technical Advisory Group)

* Internet of Things (loT) Security
andPrivacy Recommendations
Technical Working Group Report

* ARMOUR (Large-Scale Experiments
of 10T Security Trust)

+ AT&T Cybersecurity Insights

* Exploring 10T Security Volume 2

+ Symantec - An Internet of Things
Reference Architecture

* - Symantec - Internet Security Threat
Report (ISTR)

* Microsoft - Cybersecurity Policy For
The Internet Of Things

Etc.

=X : ENISA, Baseline Security Recommendations for 10T, NOVEMBER 2017
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E} Backup and Restore (Windows 7)

Search Control Panel

O

+ 3} s Control Panel + System and Security + Backup and Restore (Windows 7)

Back up or restore your files

Control Panel Home

Backup

&) Create a system image

®5et up backup

Windows Backup has not been set up.

E; Create a system repair disc

Restore

Windows could not find a backup for this computer,

®5elect another backup to restore files from

See also

Security and Maintenance

File History

<HH 7152 o Al>



® OFDMA(Orthogonal Frequency Division Mu

Itiplexing Access)

- A2 HudE A= O BSOS 0|85t 2§ WASIO ChEelcte & WA E, &
O| H|O|HE ME A Wdts Ch4=0| FHtEI(subcarrier) 2 L0 HE = &S| [H-E-Oﬂ oE
F7|7t RELE OO £=0HF 2AYAIZ = U0 = 7H ¢t snS =€ = ULk AH| = =275}
D AAETEMSHH M ALO[Of BRALIEO| x| 1 =Vt 71 JHE QIE E(guard interval) S —|—01
g2 AL W2t oromE DAET B2 XY SHF0M 1% H|0|Y ©&0| 7tsdtn
7tE QIH Y AFE 2 2 EHY Fhb= Z(SFN) 71440 7ts5tH, CHE Y& Ot = 3(MIMO)O| Lt ’5]'
S HEX % FE(ame) 7| HE0| EO0|SIC}. ChRF MM S 2 Z pAR(Peak to Average Ratio) If
=0 M3 280 BO{X|= THEO| /ULCE [TTA]

® OTA(Over-the-air programming)

- ME22ZEQH, 5o, 278, =25t 7] AHO0|ES RHitst NEHL SO X0 FH2
2 HiEZSE7| ?let BAOICH oTAS Sofl MZ22 49| fo|y 45 &0l & ofesty, sw &
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