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I:r': 2014 IoT Top Ten 2018 IoT Top Ten

n Insecure Web Interface Weak Guessable, or Hardcoded
Passwords

Insufficient _

12 Authentication/Authorization nsecure Network Services

13 Insecure Netwaork Services Insecure Ecosystemn Interfaces

14 Lack of Transport Encryption Lack of Secure Update Mechanism

s Use of Insecure or Outdated Components
(NEW)

16 Insecure Cloud Interface

17 Insecure Mobile Interface Insecure Data Transfer and Storage

18 Insufficient Security Configurability Lack of Device Management

19 Insecure Software/Firmware Insecure Default Settings (NEW)

i[e] Lack of Physical Hardening Poor Physical Security
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The product prevents unauthorised connections to it or other devices the
product is connected to, at all levels of the protocols.

For products with multiple network interfaces, the uncontrolled ability to
forward IP packets between the interfaces is disabled.

IP Traffic uses only secure protocols with no publically known
vulnerabilities, such as TLS or TLS. Insecure and plaintext application layer
protocols (such as ICMP, TELNET, FTP, HTTP, SMTP and NTP) are not used.

All the products’ unused ports are closed and the minimal required
number of ports are active.

If a connection requires a password for connection authentication, the
default password or factory reset password is unique to each device.

Where a wireless interface has an initial pairing process, the passkeys are
changed from the default prior to providing normal service.

For any WiFi connection, WPA2 with AES or a similar strength encryption
has been used and insecure protocols such as WPA and TKIP are disable.

Where WPA2 WPS is used it has a unique, random key per device and
enforces exponentially increasing retry attempt delays.

All network communications keys are stored securely.

Where the MQTT protocol is used, it is protected by a TLS connection with
no known cipher vulnerabilities.

Where the CoAP protocol is used, it is protected by a DTLS connection
with no known cipher vulnerabilities.

Where cryptographic suites are used such as TLS, all cipher suites shall be
listed and validated against the current security recommendations.

All use of cryptography by the product, such as TLS cipher suites, shall be
listed and validated against the import/export requirements for the
territories where the product is to be sold and/or shipped.

Where there is a loss of communications it shall not compromise the
integrity of the device.

The product only enables the protocols necessary for the products’ normal
operation.

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory
Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Advisory

Mandatory

=X : 10T Security Compliance Framework(Release 1.0), 2016
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MQTT(Message Queuing Telemetry Transport) : MQTT Z2EZ2 HE 2 N & HiE2| & Xt
MOl E tgol M S25H7| 20 B2 T8, X2 U9 =E S F0M ALY = U EE dA K|
AL Ol 2{gt  WH-20f 1070l AFE S| R &2t Z2EEFO0|LCL.

ICMP(Internet Control Message Protocol) : TCP/IPO| A 1P I{ZI S X 2|2 [ LM El= EXE L
= Z2EZO0|C 29| Ping test2t X 2= Z40| iIcvMp Z2EEES 2 AMHESI0 HEQTo| AHZA
SEIE 2L HE5H=0 A Q10

TELNET: ZEVt & 7hsoHX| =40l 5t=0| 20| = =2 EF0|C}

=22 M, AH 2} S20[E ALO|o| It M&Z St
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FTP(File Transfer Protocol) : It Y M E T2 E
7| st =2 EZ0|C,

HTTP(Hyper Text Transfer Protocol) : WWW & 0| A GEE FE = = ZEEZO|CL FE
HTML A& 2= G| of| AAQICH TcP2l UDPE AHESHD, s0'H ILE S AFE TSI
SMTP(Simple Mail Transfer Protocol) : 21E{ S 0{| A O|0| Y2 E L 7| &/3}j O| 8 k[= == EFO|C}
AH838H=Tep ZEH S =258 0|}
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