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Module 1. Maritime cyber security overview(1H)

= Understand the background of maritime cyber risks are increasing

= Understand the maritime cyber-attack surfaces : external and internal threat

= Understand the characteristics of ship IT / OT systems

= Understand the maritime cyber-attack cases

= Understand the international maritime cyber security trends such as IMO, BIMCO, IACS,
UK Government, DMA (Danish Maritime Sector). OCIMF TMSA/SIRE, RIGHTSHIP, Flag
State (Marshall Island)

Module 2. Administrative security(1H)

= Understand what is administrative secunty and sub-category

= Understand the necessity of establishing cyber security management system (CSMS),
consideration and process of establishing CSMS

= Understand the necessity of establishing mantime cyber security organisation including
cyber emergency team, role and responsibility through examples

= Understand the requirement of OCIMF TMSA element 13(Maritime security) and leam
implementations through examples

Module 3. Cyber asset & cyber threat{1H)

- Identify cyber asset{IT/OT system) to be protected from the cyber threat
= Understand three elements of cyber secunty : Criticality, Integrity, Availability
= Understand mantime cyber threats and establishing cyber threat list

Module 4. Physical security(1H)

= Understand what is physical security and recognize its necessity

= Learn physical security implementations through best practice(KR server room)

= Learn physical security countermeasures identified through cyber risk assessment
= Understand the physical security requirement of OCIMF SIRE and learn
implementations{ port blocker, 3™ party control) through examples

Module 5. Technical security(1H)

= Understand what is physical security and recognize its necessity

= Understand network security equipment functionality : firewall, IPS/IDS, VPN

= Learn the difference between penetration test and vulnerability analysis

= Learn the onboard PC vulnerability analysis and implementations through examples

Module 6. Understanding of maritime cyber security risk

assessment(1H)
-~
e
= Learn the difference between general risk assessment and cyber risk assessment §
= Learn the KR cyber risk assessment process and could establish own cyber risk =
assessment method %
(@]
Module 7. Workshop(1H) S
wn
= Exercise each step of KR cyber risk assessment process through hands-on workshop g
= Understand cyber threat, cause, consequence, existing control and proposed control =1
through six hands-on scenario =
03
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* CIRM Cyber Risk Code of Practice for Vendors of Marine Electronic Equipment and Services

* CIRM Guideline on Implementing the CIRM Cyber Risk Code of Practice
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I:r': 2014 IoT Top Ten 2018 IoT Top Ten

n Insecure Web Interface Weak Guessable, or Hardcoded
Passwords

Insufficient _

12 Authentication/Authorization nsecure Network Services

13 Insecure Netwaork Services Insecure Ecosystemn Interfaces

14 Lack of Transport Encryption Lack of Secure Update Mechanism

s Use of Insecure or Outdated Components
(NEW)

16 Insecure Cloud Interface

17 Insecure Mobile Interface Insecure Data Transfer and Storage

18 Insufficient Security Configurability Lack of Device Management

19 Insecure Software/Firmware Insecure Default Settings (NEW)

i[e] Lack of Physical Hardening Poor Physical Security
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CVE-2013-6035

CVE-2013-6034

CVE-2014-0326

CVE-2014-2964

CVE-2014-2941

Zing protocol

hardcoded credentials

hardcoded credentials

hardcoded credentials

Hardcoded Credentials

satellite terminals does not require
authentication for sessions on TCP port 1827

satellite terminals has hardcoded credentials,
which makes it easier for attackers to obtain
unspecified login access via unknown vectors

Iridium satellite terminals allow remote
attackers to read hardcoded credentials via the
web interface.

Cobham Aviator 700D and 700E satellite
terminals have hardcoded passwords for the (1)
debug, (2) prod, (3) do160, and (4) flrp
programs, which allows physically proximate
attackers to gain privileges by sending a
password over a serial line.

Cobham Sailor 6000 satellite terminals have
hardcoded Tbus 2 credentials, which allows
remote attackers to obtain access via a TBUS2
command
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public class MemberDAO {
private static final String DRIVER = "oracle.jdbc.driver.OracleDriver";
private static final String URL = "jdbc:oracle:thin:@192.168.0.3:1521:0ORCL";
private static final String USER = "SCOTT": // DB ID;
//DB INARIETL AATEQ WEOZ MEE|0] ALCL
private static final String PASS = "SCOTT"; // DB PW;
public Connection getConn() {
Connection con = null;
try {
Class.forName(DRIVER):
con = DriverManager.getConnection(URL, USER, PASS);
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public class MemberDAO {
private static final String DRIVER = "oracle.jdbc.driver.OracleDriver";
private static final String URL = "jdbc:oracle:thin:@192.168.0.3:1521:0ORCL";
private static final String USER = "SCOTT"; // DB ID
public Connection getConn() {
Connection con = null;
try {
Class.forName(DRIVER);
//UESHE INAQEE T2 HE|NIA SHO{E0 E5I5HA AHZSHOFSICL.
String PASS = props.getProperty("EncryptedPswd");
byte[]l decryptedPswd = cipher.doFinal(PASS.getBytes());
PASS = new String(decryptedPswd):
con = DriverManager.getConnection(URL, USER, PASS):
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Source : http://www.krs.co.kr/KRRules/KRRules2019/data/data_other/ENGLISH/gc31e000.pdf
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[0 Search for a hash Easy HasH
| . ¥ Hash Test

100%

Organize ~ /] Open ~ Share with ~ Print New folder

. Favorites Date modified

HSO| MZE OO me)e| shA| gt2 ZHEteh &= Fl(eg. EasyHash,

B Deskiop

4 Downloads

| HashTestl 2/24/2020 2:37 Ttem Hash value

Open CRC32  809ddc32

print MDS 7a6d1b13498fb5h3085b2fd887933575

et 1 SHA-1 dbce705928c7dc1924ea1173f37652bb00f6d6d
2 File Hash —-- EasyHash 2.1 J

v

«» Recent Places

- Libraries

*, Documents Open with >
< Music Share with L4
&, Pictures Restore previous versions Copyright (c) 2019 Copynull All Rights Reserved
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Easy Hash T2 1S 0| 83} ICt

£ Hex Editor Neo

B8 Search for a hash

3 Tes-t Integrity_ NDtepad File Edit View Select Operations Bookmarks NTFS Streams Tools History Window
73 -AEAGE N FERHDR2L L]
File Edit Format View Help 3 EE]E &l FELEAXA LN P .
| 4> Testintegritytxt  X| CRC32 11223897
He—l—low 00000000 | 00 01 02 03 04 05 06 07 08 09 0Oa Ob Oc 0d Oe Of MD5 0547bcad9c4c06f4f61451 4e3bd2bde7
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00000020
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— g g | Ext ]
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= Ol&S OF A oro
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&% Hex Editor Neo
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Hellow e Tl [ — e HhL T ORI
==
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\ 4
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File Edit View Select Operations Bookmarks NTFS Streams Tools History Window
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® CIRM(Comité International Radio-Maritime)
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