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I:r': 2014 IoT Top Ten 2018 IoT Top Ten

n Insecure Web Interface Weak Guessable, or Hardcoded
Passwords

Insufficient _

12 Authentication/Authorization nsecure Network Services

13 Insecure Netwaork Services Insecure Ecosystemn Interfaces

14 Lack of Transport Encryption Lack of Secure Update Mechanism

s Use of Insecure or Outdated Components
(NEW)

16 Insecure Cloud Interface

17 Insecure Mobile Interface Insecure Data Transfer and Storage

18 Insufficient Security Configurability Lack of Device Management

19 Insecure Software/Firmware Insecure Default Settings (NEW)

i[e] Lack of Physical Hardening Poor Physical Security
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INTERNET OF THINGS #°'¢

Weak, Guessable, or Hardcoded Passwords

Use of easily bruteforced, pL,Lvld) available, or unchangeable aedent . including
backdoors in firmware or client software that grants unauthorized ac s to deploved
systems.

Insecure Network Services

Unneeded or insecure network services running on the device itself, especially those
exposed to the internet, that compromise the confidentiality, integrity/authenticty, or
availability of information or allow unauthorized remote control...

Insecure Ecosystem Interfaces

Insecure web, backend API, cloud, or mobife interfaces In the ecosystem outside of the
device that allows compromise of the device or its related components. Common isSues
Indude a |ack of authentication/authorization, lacking or weak encryption, and a Iack of
Input and output filtering

Lack of Secure Update Mechanism

Lack of ability to securely update the device. This Includes lack of firmware validation on
device, lack of secure delivery (un-encrypted in transit), lack of anti-rellback mechanisms,
and lack of notifications of security changes due to updates.

Use of Insecure or Outdated Components

Use of deprecated or insecure software components/libraries that could allow the device to be
compromised. This inciudes insecure customization of operating system platforms, and

the use of third-party software or hardware components from a compromised supply cbaln.

Insufficient Privacy Protection
User's personal information stored on the device or in the ecosystem that is used inseo.u‘ely
improperly, or without permission.
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AFH = 24 717|9| 2 & ILEO|= MAC(Media Access Control) Address2f= Z40| AL}, O]
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HEE MACT L EZ U ol EAE a3

ED- i-2E  TEOMbps 1= 31 192 168.0_8{andnyid

7C- fm = wi E5 526Mbps W E 02 162.0.8(GLAM)

20 -G2 135Mbps 40= 192 168.0.12(RedmiSFlus-Redmi

® Sniffing
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