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® Maritime Cyber Security Awareness Training Course Introduction

Maritime Cyber Security Awareness Training

11-15 November, Singapore

Course Introduction and Time Table

Trainer: Jeoungkyu Lim(Korean Register)
Sanghoon Choi(Korean Register)

1 Course Introduction

As Information and Communication Technology (ICT) becomes widely applied to the
shipping industry, cyber threats and vulnerabilities related to digitalization, integration
and automation of processes and system in shipping have also emerged. According the

IMO Resolution MSC.428(98), administrations should ensure that cyber risks are
appropriately addressed in existing safety management systems (as defined in the ISM

Code) no later than the first annual wverification of the company’s Document of
Compliance after 1 January 2021.

This one day awareness training course provides the trainees with the knowledge and
method to respond to the maritime cyber security issues.

2 Time Table

Time Category Details
09:00 - 09:50 | Maritime cyber |- Introduction
sacurity overview | - International response in maritime
industry
- KR cyber security activities
10:00 - 10:50 Administrative « Cyber security management system
security » Maritime cyber security organization
= Human security
« TMSA Element 13 : Maritime Security
11:00 - 11:50 Cyber Asset / « Cyber asset management overview SH Cheoi

Cyber Threat « Identify asset
« Asset criticality

« Maritime Cyber threat

« Threat list

12:00 - 13:00 Lunch Break

13:00 - 13:50 Physical « Purpose and method of physical security

security - KR Server room physical security

« Physical security by risk assessment

14:00 - 14:50 Technical - Network security SH Choi

security = Vulnerability analysis

- PC security vulnerability analysis

15:00 - 15:50 | Understanding of | - Understanding of maritime cyber

maritime cyber | security and risk assessment
security risk - KR cyber security risk process
assessment - Application cases

16:00 - 17:00 Workshop « Hands-on
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Cloud based _3D map renderin_g and dligital minning Maritime - deep dive on assisted vessel navigation (semi-autonomous) ‘

systems continuously process videos/ high quality data to - -

inform assisted navigation systems Relevant 56 Satellite attributes

‘ ' + Flexible commercial schemes

Global coverage

@‘ "\y : High speed/ capacity for video

The ship is easily able to navigate
"""" ittt with the help of AR aids (part of
: assisted navigation) via satellite

By 2022, tier 1 ports will have 56
terrestrial networks, supporting

connectivity as ships are close to
shore

1
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| even in severe weather and water
Gm\\l conditions
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Tier 1 port with 5G
connectivity
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(ol vertical pilots Transportation, UAVs, marine 4.0,)
8 public safety disaster prevention/mitigation, public safety, cyber security, big data
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el - Existing space segment B VHTS, Mega-constellations, Small Sats, HAPs, Hosted Payloads
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All optical
© OneWeb F10 ‘ ‘Ploneer ’ Commercial QKD mlssllaon <
o < - B e e e T I 2
_8 R&D - SDN/NVF adoption In Terminals/GWs > 3
c Products (1) Federated Manager & MANO Orchestrator& Services Orchestrators/verticals 3
o) {examples} SatCom enabled Edge nodes & flexible backhaul techniques o
=S NR Satellite Direct Access Interface o
8 Spectrum Frequency Sharing and Interference Mitigation g_
(=) Data Driven Real-time Managers/Cognitive Networks / AI/ML 0]
q’ -
o R&D - <€ - > _ $
< - O
q>.) Products (2) U onboard SDN/NFV/Caching functions onboard =
c {examples} < > =
8 Skylight programme {Commercial QKD, Onboard Optical Terminal, Optical Feeder links, Optical Tbps =
ISL/GEO/MEO/LEO/HAPS/Aircrafts/UAVs}
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P Hardware
Enforcement /L
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Guest
X / . Application Group
Isolation {/
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OWASP Top 10
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A9 — YTl FHAHo| A= Fdar At =» |A9:2017 - LT FHAHYO| A= P22 A

A10 - HZE|X| &2 g|Clo|yE g9l ZQC A10:2017 - 52t 27 U BLUEZ (473, HFLE]

=X : OWASP Top 10 Project

A14Nn23S J9gAD swiIelN Y

o
o



https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

2

—

—

goIX| B

o o

A
2[AH 0| H AP 21

2l’
<

IT

=

Of

1l L|E]

=

b

a
—

-

oH, 21 U R=E 2 HAXE
o

IC}. thapA]

c
—

o

2017 - 23zt 22
Xt

FXl BSCE 2
22 A

<

‘A10

=t

=k,
| -
=

©:

® OWASP 10cH £
ALt SR ES| L
LBl 5x ¢n, 21

0 = = £ uJd mro e Koo R, O
— mO ] (@) o L — 0 o.Am_.e ol o] = - ~
A T < o MR g 5wzt # 53 o 2mp |3
~ F 5B = = a = 2 B grozaa= Oy o EFRs |7
™ T W o W R g ol & S T =Y hia i N =
| o O ol mp 7 = o o2 q GmE¥ B TEBs - sz |9
=< NI pood 2 oo ™ ¢ = E%wﬁﬂ . Hﬁﬁ“wf ¢ W e e
—_ = —_ = (=] Lo 0 o
4 < D om Rogo 3¢ < m § | T TR = IFamd ™ dosy 2
H M N = = Wl oK © STIERC L e o i e R
— o R 1o o K < my o< 2 H RS o LN TdaE 2P |°
w N e | | N of KUl AR TR %a x_.ﬂ._m_. =i o__.mM_wI A
o K2 <) = o Boamdtd Caldhmlx oS o
it ) ot = ™" ofl o T onEm® SRR gded |
w B F g <l s T N L o e
K & _ﬂu == g < o L 1o B T %%W__H%W.M,mmm_ﬂmwi
L_L Bl H__u_l A.__ 1 I_ﬂ_n = o 3 HHEU% o ﬂmﬂﬂx TrEK HHAH WIAOHEU_._._
—_ _ ﬂ_ ~N H__I J—/._.O ._OL iy |_|_ = _._._._o._._mam_\_.._.._\l_ E._uAuo ™ ..um._o__._._ =0 N_M.I Oy.l_ Wo_.__/_A
10 o o ~ T ud o3 a7 <o M oo g s @)y i
B = fo ol oju P N hom—Wom gl 2 N
0 ol H o S o ﬂ._ = Ol 4| = & x,%%az eﬁ ino__uz %% oE &%ﬂm
N o = r ™= Kl = 3I0TdoBI=Z /I ROUE gy @ aloh TN
+o._ﬁ 0 _A % lr_“_ ™ . - —_— == — CT._| &= alan 2l
10 - oll | &= S rMo=<RKzpfloy KWW 5751 Six <= 5[6
OF = o _.ﬁw | ~O N <| + Hos E_.__o.r_ﬁﬁmuoi ST <& S o djul
_ ~ WA | ™Iuzo <k o b
- 24 _ N = ! H_.__u e B wl|H]
N0 114 ol__= ol H — nH 0 o = od M UIFINA M 8037 RS RN I0R pul < &E
5 —y T oM 4 9 oF : o]y B oo e oo THTOR ool 2Kk =10 OF
[0] o= A_ RO I 0 O__._._ S o . . . . . (]
- _._._._ o o0 N T
ufl S < il = = D R0 @I =
T MHr H - — kK — o = B o
ﬁ Ul ! i ap 1 X W G -
S of =, = | H o L KO T T oz W g
add ._o_ < _ o = LS iy e
s o~ o os RC = o P ZEEo 0§ oxE I
O - = Id ) b
S oo T S owime B2 4 oo sk
ol S zg ul ! W s ol KW g M o7 weRE
A ] o0 {| .__A_nu.__ 53 = o g b gt S om U m_ﬂ ae
0 T = < F o oW T Bl KRs om0 o L Xgzod
N T Hl | & w8 Ne = _E R P
K > of oo wu < - L g ® O o, R0
K r {0 e o = <] ol
o 5 S ook R - R S L P =
o = U @ 33 Dok WOoHRT = HmE L2 dmem
—_ Hr o] o< o U S ROUE g g™ Rok
||__| H H o o ] = ! 71 = EE _ﬂ T K gy ol
NS oz Mo B0 U m gy ol <k K| lgod JZL SSpukgulucl
B o @ L oH K Ul gs o % Qo= THIEzERadsh
T & T oV - — T I_M = - OL o0 \s=_| Hozs ™M T = 0.._L0|o S =M
LH .U NI & M0 RF O o S 0% el Oli= Kokl
e == _H_u_ - 9 |o {0 E- ke ] Lli_.__l_._.T_ L= T T
N = N O ! g Mo <] = m N R HE R R e e SR N
=) g2 o] wo A, of |44 ul o~ CE oD kI B ™ KR SR X
GRS o U R - < — | = 40| g ME MT O g 0RO o =30 RN
w — M @ ol S w i w K K o .__.Mn_ 1T IR0 SR <| T el i T Bl
oo 7 - &S T B o7 oo T |RC KO o| of w?uow ol HE 0T M RVET 2| HuR ooy i
~ Jo Jol a0 ol H < < to B or < |0 T ol ¥ H_EWE MH Rl ROIR 7 O H RM&t G[R0 S w < 5 H
1 R E+ ﬂ ﬂ M—OID - - - - - - - -
o

KR Maritime Cyber Security

—




KR Maritime Cyber Security a

e — 5
0 T H < 100 < M -
o ol M o T of | & |2 3
pl T N 1o I | O A Q
=< of M 30 @) o o | I 5
ol ou Ol Hf Ko X | K| T | RS :
{|o Rt H_|_ ol oK o u| KO | m = | ol 1 A
oK gy N Uo K- Ly AEAE o it o
~— = ol = IO S F w | < ! 1! jol 3
S T = o0 | o | T z = F o
L T N IR IRAR 1 Bw 2 EL g
< _ 0 — © oF T oF 0 =
S TR ] B Bt i il [P = & > Pz =
I oo I R|R|R|R|D o ol & ol <5 o=
o T o 5 g o S K RF & UM TR R<*
o = A g of ou of ks a Wz o obn
- S T o0 g 8% 5 oan
3 g T XK mo | o 3 00 R o =
<r _.Aln_ N.O S .|__A.u = ._o_ . m =3 K d N
B E I = w r o = Z w = mEd
oo e D w oy M_w wo__ oK Mo ¥ g w0 oMT_qu
— T o oI — 1 < 5] o 1ol 0| = I | 51m0 Jo K _||__||A
of N b o 2, 1o ol T | TR i oO_/_F o] T o
Ho o @ . KR~ T - a ~ OEX 9
. = = = el AT = od| o _._t S <] w = Lo Klo T & nl o
N KoY g oMo ®| A Ay = |w oo
o & 0 o< M r FIT|E| < |T|[2 © |#©
— — |_A_IL 10 o I m._A ._Hﬁ.uH —_— .. .. .. .. 3 OI_ . o
- — K ¥ K1 o =| RU | RU | RO | R0 | &5 ~—~ |4
N N KH =< LN o) ~ o | - ]
S rETlérmgfowglr|w|RFIR| S
R w.m S o0 oz Ko ¥ 3 g
| - <0
HAEIO___I__H._W_ v Foy
o1 T O gy H &I " X =
o axwpzoz | |G | 3
< TR oZrouwl X ._.W 100 | = - %
B &7 OF B0 F o7 10 < 0 .
ay — RO o EromnX o | 3| oo | < -
y RO o 3r @0 < L L N A
3} omoEm 3 <t i I B M
o) Al .. .. ..
F oK F s < O RU | RU|RU | RW ufo
s Ieoo T |zlig|lglg| o
= B H < 8 oo o
L ()




A1N23S JBgAD WA Y

[EY
N

=]
Aot ME A FHHCZ YD YT E 2o 23l gl TS| et Yo} ot
L o

| &2 AHESH0|OF BFLt. (SL1,2,3,4)

ool 2 ES flet 7tol =2l

(=
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St= Heh=2 2|0|BHCL (X : NIST SP : 800-82)
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Aot AFZ0f| CHOH X[ @ 7 At 2 Ch& 1t 20
1. 345t o 2 EHH = 4 1 2[F(MDS5, SHA-0, SHA-1, DES, 3DES)2 AHE | K| Q4OtOf LY,
2 HILHE 7| & A8 St B 2048 bit 0| &F2| 7| ZO|E AFESILRSA B2 1 0|l 2=
2 =2 3t 510§ Of BHCt,
3CHAT|E AHESHHE 42 256 bit 0| &440| 7| ZO|E AFESI L AES 2 T 0|49 L2
2t 2 3} 510§ Of Lt
2ot ALE0 Ciot 27 AFE2 sL 1,234 58 27 AIZ22M St G0 = AO[H{ Ot
A5l mer or'— AR2 Fofot Ao 2 IHE Aot Y N2[F0| AAEEX| UUSS
5

ot 0|>
|.|']
T mlo
0 n
—Ll
_li
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() + Replay %~ p Go ‘ Stream Eﬁ Decode || Keep: All sessions ~ 3§ Find save | 8] @ Browse -

# | Result | Prot... | Hc~ 8 = Timeline
B 7 200 HTTP Tunnel [
s 200 HITP Tunnel | ©statstis “’ilnmemrsl # Autoresponder| (@ Composer] [E Log| [
=] 200  HTTP Tunnel JSON | XML
E 10 302 HTTP portal. kaist.ac Headers extView | WebForms HexView Auth Cookies R
=11 200  HTTP Tunnel it Hl T =;r — ot ters/
. PoAWWW. lana.org/assignmen S-parameters
[®12 200 HTTP  ocsp2.globalsign. [CO2BJTLS ECDHE ECDSA WITH AES 128 GCM SHA2S6
13 200  HTTP Tunnel
@14 200 HTTP Tunnel [CCA9JTLS ECDHE ECDSA WITH CHACHA20 POLY1305 SHA256
@15 200 HTTP Tunnel [CCABITLS ECDHE_RSA WITH CHACHAZO POLY1305 SHAZ56
@16 200 HTTP T [CO2CITLS ECDHE_ECDSA WITH AES 256 GCM SHA3B4
- [CO30]TLS ECDHE_RSA_WITH AES 256 GCM SHA384
£ 17 200 HTTP Tunnel [CODAJTLS1 CK_ECDHE_ECDSA WITH AES 256 CBC_SHA
@18 200 HTTP Tunnel [CO09]TLS] CK_ECDHE ECDSA WITH AES 128 CBC SHA
; : Tunnel [CO13]TLS1_CK_ECDHE_RSA WITH AES 128 CBC_SHA

LibreOffice Calc S— [CO14]TLS1 CK_ECDHE RSA_WITH AES 256 CBC_SHA
[0033]TLS DHE RSA WITH AES 128 SHA
21 200 HTTP Tunnel K T 1
@322 200 HTTP Tunnel 11:28 | 430/2,660 | View in Notepad || ...
Bl mm Snm LD T 1
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