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Maritime Cyber Security Awareness Training

1 Course Introduction

As the Information and Communication Technolegy (ICT) applied to shipping industry,
cyber threats and vulnerabilities related to digitalization. integration and automation of
processas and system in shipping have been emerged. According the IMO Resolution
MSC.425(98), administrations to ensure that cyber risks are appropriately addressed in
aexisting safety management systems (as defined in the ISM Code) no later than the first
annual verification of the company's Document of Compliance after 1 January 2021.

This one day awareness training course provides the trainess with the knowledge and

19-Sap. at Bangkok, V.L. Enterprise PLC.

Course Introduction and Time Table

Trainer: Jeoungkyu Lim{Korean Reqgister)
Sanghoon Choi(Korean Register)

method to respond to the maritime cyber security issues.

2 Time Table

Time Category Cetails Trainer
0%:00 - 0%9:50 | Maritime cyber | = Introduction JK Lim
security overview | - International response in maritime

industry
= KR cyber security activities
10:00 - 10:50 Administrative = Cyber security management system JE Lim
sacurity = Maritime cyber security organization
= Human security
= TMSA Element 13 : Maritime Security
11:00 - 11:50 Cyber Asset / = Cyber asset management overview SH Chai
Cyber Threat = Identify asset
= Asset criticality
= Maritime Cyber threat
= Thraat lisk
12:00 - 13:00 Lunch Break
13:00 - 13:50 Physical = Purpose and method of physical security JK Lim
security « KR Server room physical security
= Physical security by risk assessment
14:00 - 14:50 Technical = Network security SH Chai
security = Vulnerability diagnosis
= PC security vulnerability diagnosis
15:00 - 15:50 | Understanding of | - Understanding of maritime cybar JKE Lim
maritime cyber | security and risk assessment
security risk = KR cyber security risk process
assessment = Application cases
16:00 - 17:00 Workshop = Hands-on SH Chaoi
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® I|4!(Phishing)
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U 9 ASIIE Huol 20| 7|US WRsts HEE LHH Yo ABlF 3 7| ¥ (social
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- CP: Control Plane
- UP: User Plane
- NF : Network Function
- 3GPP: 39 Generation Partnership Project,
- NSSF : Network Slice Selection Function
- AMF : Access and Mobility Management Function
- SMF : Session Management Function
- V2X: Vehicle-to-Everything
- MBB : Mobile Broadband
5 . loT : Internet of Things
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