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® Maritime Cyber Risk Management Forum 2019
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® OWASP Top 10
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Roles and responsibilities

» Incorporate risk-informed decision making into day-to-day
operations and fully integrate risk management into operational
processes

+ Define risk appetite and escalate risks outside of tolerance

+ Mitigate risks, as appropriate

1st Line of defense
business and IT
functions

= Establish governance and oversight
2nd Line of defense - Set risk baselines, policies, and standards
information and technology = Implement tools and processes
risk management = Monitor and call for action, as appropriate
function = Provide oversight, consultation, checks and balances, and
enterprise-level policies and standards
[ |
v = Independently review program effectiveness
« Provide confirmation to the board on risk management
effectiveness
- Meet requirements of SEC disclosure obligations focused on
cybersecurity risks

3rd Line of
defense
internal audit

=N : Deloitte, Cybersecurity The role of Internal Audit
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HUMAN SECURITY

Yes

No

1. Do visitors to the company wear security badges?

2. Do you have a process for effectively cutting off access to facilities and
information systems when an employee! contractor terminates employment?

3. Do you have policies addressing background checks for employees and
contractors?

4. Has a cyber secunty training list been established?

5. Has there been any disciplinary action taken for cyber security breaches?

PHYSICAL SECURITY

Yes

No

6. Do policies and procedures specify the methods used to control physical
access to your secure areas, such as door locks, access control systems,
security officers, or video monitoring?

7. ls access to the computing area controlled (single point, reception or
security)?

8. Are visitors escorted in and out of controlled areas?

9. Are your PCs inaccessible to unauthorized users (e.q. located away from
public areas)?

10. Is your computing area and equipment physically secured?

ACCOUNT AND PASSWORD MANAGEMENT

Yes

No

11. Do policies and standards cover electronic authentication, authorsation, and
access control of personnel and resources to company information systems,
applications and data?

12. Are controls in place to ensure only authorised personnel have access to
company computers?

13. Are controls in place to enforce appropriate passwords?

14. Are passwords sacure (not easy to guess, reqularly changed, no use of
temporary or default passwords)?

DISASTER RECOVERY

Yes

No

15. Is there a business continuity plan?

16. Is there a process for creating retrievable back up and archival copies of
critical information?

17. Do you have an emergency/incident management communications plan?

18. Is there a procedure for notifying authorities in the case of a disaster or
security incident?

19. Does the procedure identify who should be contacted, including contact
information?

COMPLIANCE & AUDIT

Yes

No

20. Are security documents, such as: policies, standards, procedures, and
guidelines, reviewed and updated on a regular basis?

21. Do you audit the processes and procedures for compliance with established
policies and standards?

22 Are employees aware to keep their passwords secure?

23. Are employees able to identify and protect classified data, including paper
documents, removable media, and electronic documents?

24 Does the awareness and training teach proper methods for managing
personal private information?

25. Do you test your disaster plans on a regular basis?
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® SQL 1AM (SQL Injection)
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® C|AEg| 2|AEl(Directory Listing)
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