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® Sea Asia 2019 KR Cyber Security Technical Seminar

Sea Asia 2019
Korean Register Cyber Security
Technical Seminar

gth — 11th April,
Singapore Korean Register Booth
[No.L1-E01]

= Cyber Security Technical Seminar

- Date : 9th to 10th April
- Place : Korean Register Booth No. L1-E01
Teamn : Cyber Certification Team
- Contents & Presenter
1) KR Cyber Security Overview (JK Lim, Senior Surveyor)
2) KR Cyber Security System Type Approval (SH Choi : Senior Surveyor)

Date Time Topic
Sth April 1400=1430 Cyber Security Overview
1430-1500  Cyber Security Systern Type Approval
10th April 1000 -1030  Cyber Security Ovenviaw
10:30=11:00  Cyber Security Systern Type Approval

1400 = 1430
14:30—15:00

Cyber Security Overvew
Cyber Security Systermn Type Approval

= Provide KR Cyber Security Technical Support (in KR Booth)

1) Gap Analysis for Company & Ship Cyber Security

Korean Register will provide Gap Analysis A
on & main categories® for company &

ship cyber security for our client based

on KR cyber security checklist.

*Security Policy, Security Organization, Risk Manage-

ment, Asset Managerment, Hurman Security, Physical
Security, Technical Security, Incident Response

2) Training Course Introduction

Korean Register will introduce cyber security training course for our client to
enhance maritime cyber security capabilities.
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Ref. : PHISH & SHIPS NEWSLETTER(APR. 2019)
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o AO[H 2|& ofsfi5t7
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OWASP(Open Web Application Security Project)= 2EAA Hl O{Z2|AH 0| EOt &
EMHEO|Ct F= Yo got ELEE opd ot A AFFHE HO FAYH S A
T5tH & o Z2|AHOIM FAE SOM Bl=7t =10, Hotd 2 IAA = = Ue
10CH 2= (OWASP Top 10)= 2004, 2007, 2010, 2013H, 20174 7|EC 2 &HH
SHGICH 18 FA8E 0 0]0f ‘A3:2017 - QIS O|O|E] =& S 2 A5 DX} $HC}

A1 - 184 Tm:zow—?.l’ﬂlﬁ

A2 — | okst Q= T} MM R = A2:2017 - {43 QT

A3 - 32 A AlO|E A3 ZEl (XSS) A A3:2017 - BIZSHOO|E =&

A4 — QHHBHX| 2 E K| B= (a7 250t BEE) () A4:2017 - XML 21 FHA| (XXE) [417]

A5 - HZEl BoL N A5:2017 - FFst H2 SH &)

A6 - DIZ}3H G|OJE| =& 7 A6:2017 - RE HOH M

A7 =715 £=&0| H2 SH| Fat a4 T2 HEHE) [J A7:2017 - 222 MO|E 23 Y (XSS)

A8 - A2 A AIO|E 2 HX (CSRF) A8:2017 — QtHSHX| ph2 HE| =S} (4, HRLIE]

A9 — BT FopHo| Y= THRL AL = A9:2017 - LT FHAHYO| Y= Fdas M

A10 - ZHSE|X| %2 2|Clo|-ME U Zo|= A10:2017 - E5 20t 27 U 2L ER [(AF, HFLIEN

Ref. : OWASP Top 10 Project
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p N
< 7
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New Connection Web Application
Man in the Middle Ref. : hitps://blog.netwrix.com
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o2 A o232 A38E 5 ARH YoM XS5t B A 7tsth HE|
£ ZoCE 20178 HAASH R PN A A0 ALEE NotPetyas= =S
SMB(Server Message Block) | 2tE& &3l MRB(Master Boot Record) It H
HE =3l 223 HEL2=Z HERQS Q@75t= HHEAO Petya’2] HEL2
2 AR 2N &= G ERULE Ol2et AHREE 7[R9l HI=L
2 230 qgofet Fgks FUAZ = A0 HES i3 +&0| &L} PC,
M|, 2HY CH7| Sof XA Al T2 I (Norton, McAfee, ESET 5)2 HX|
StAHL, MEEIA HOF SO ZX[7F 4Lt

o ot g off & ALO|EH E Ot Q15 HALL 5 (CS1)

AGEIE LS(217) : AFJAEZRH HERT, BE7|sAl2H, HEVE 22517

?let SHEX| 7t oF 2 £ o] of &Lt

o MEHRA T E = (0 Al)

Internet

B

| \ \

( Y \J O\ Sample is being jgjﬁw esult

~ — analyzed , Email delivered

~  touser
Upload ESET Dynamic Threat
sample/attachment Defense
Email sent
Analysis result Analysis result
update malicious

R . . All company
s&y Email [ ] endpoints
W processing —— updated
D) zo‘.stponeemai\ .

\__/ deliver

v |l Sample status Quarantine
e sl and information email
— ) . Email status
/)\KJ ESET Mail Security information ’
L ESET Security

Management Center

Ref. : ESET-Solution-Overview-Dynamic-Threat-Defense
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* SSL(Secure Sockets Layer) :

KR Maritime Cyber Security
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