KR Maritime Cyber Security

News from KOREAN REGISTER

Mar 2019 Vol. ullll
SINZ BE

oAl AR AFOIH 22 ST 7| A S5 S +H0i| Tiet mou |2
E

MA 2 M E = oTA|AH HEHAE
AFO|H] 221 2| O|SH(oWASP Top 10)

DY 20t YA 8 7}0| Eatel

&80 28

KOREAN REGISTER



MOU H| &

k

e
o
e

o OISIA|ARD}E AFO[E RO B ICT 7| XIxH S5 & Lof| CH

o 7te|

PNYS|
(==

fct.

.
()
AN

!

bl zfA(mou)

LHo

'S8 ALO|H 20 S icT 7| RFAY &

OftH oo et FAts h=da2l AO|HES 2IF 20F 9

<fn

JoO

ol &y, et ZIAtA 28

Ol M= & EsliLtZ O S O|Ct.

b ARO[E] £ 2t

H
2 MA sHAFAA 7

l

£ 7E 5o &

A
=

el ¥o)
]I_

=
=

= dEMA

f

o
[¢]

| &=/ 0f

®SLe)

jol

KR Maritime Cyber Security

[}
o



MOU H|Z

of

-
o

ME| 20 cf

o MEX 1} KR AO|H{EQt e-Learning 11 &

o

I AIO|H &

| M EH

ofll
™M

0l
Mo

xd

<

10!

M 234

siZM(Mou)E

OF
o

0|2 d(e-Learning)

I

, e

o
T'__%:I

1

=

ot e-Learning W=/

AO|H &

NE
OfO| Al = ={5t7[ = SERALH.

O AHE

= o

712
==

dl

IS

(0] -
=

£l

o/ o

X HS, AO[H]

IH

| MH|AE

X0
= =

Sofl nAof|A £t HE2

o1

<A
J/
104
T

ol
i

xd

Jo!

FSk7] i aH

4=

o
22

H

7c:>|7(

A
=

o LI=0f X AO|HERH ZEH 7|

H

nz
A

i
3

41
=Sk
=

&}
(S

1

M| S THCE ARO[H| £ OF

4000{7 7|2 A S 2 SO 27001 & HEH

KR Maritime Cyber Security




A1IN23S JBgAD BWNUBIA Y

o
s

M AR MHELE OT A|2AH AEHAE

o G| 2 FOFE SIstoT A| AR HEHAES EHRXH
= X| SH2 A 7t L HES} 'Guidelines on Cyber Security onboard Ships(Rev.3)'0]| [Lt= ™
Mete CIE 1 A|AH D =S|

7| AO[HECE ZXIE 7112 UL O] At=0f=
defol im A" 2 A A XHO| 2 5|0f e, 2HIE EXE 2
A = M O LO| T YSt=X[0f tligh ol & A7HSHCE Of Abdfl= b7 B2t 2 2Hoj|
M 2o ALO|H 22 A1 0| 0 X[ 577HK| S7HH 22 Eg|LiX| B2 At O|Ct.

2 n
mjo

%
=l

40

/el o 2|8 QPCIRH AXSHH x| MEA AESH A=
(Smart Shipping)Oll H-& == 10T, Embedded System X CtFSH AFO[EH XAt
Hacking7tX| ®1& /2|7t &0 X|= & 0|C.

Ol2{ot Hat £0jM B2 M8 L1 F LY A[E 2| MO A|AROME O]2{h ¢
= APHOf oot a, A HE B A E(Pen-Testing)S S0l A O|2{2t ALO|H| 2|
o

= AP o TSt o S5t = B2 7181 7|25 0] Al S7t=| 2 AL

o
Rl

® 0/T ZITt U Red Teaming Project2| 2 2 d

20k 5 MEFO| CHSH O|SHE HEE S 2 2 F 2 (Operation Zone) O Al EQF M ZAHO| =
HZ|= Red Teaming ZEME 7} QICt Red Teaming B7t= 2| Al L EHEIO|AH A K|
IT 2HO] OFL| 2} 0zZ HO| M 2] AFO|H SA0f| CHASH= A EEQ d™E M S5t= O
8= =L oot 2ot TITH MH| A5 Sl 2|Ate] XA 28 A|A”-O|LL H| =L
A0 Dol E US| = 342 2|hst= oHH, 7| & 8 X| 5™ S A X} Tactics, Techniques
and Procedures (TTPs)E AtE5}0| Red Teaming Project2t AL EQHEIO| FH|ot 58

£ 9Jof Choret Yo TYECH

— —

Ofz O &t 20| 7|E2| Technology @ 0f| CHot HOHRICHS FHO{HO AN 2 =2t
A0 it Ol E St 22| M FE sHstH, 248 AX|L|KE Hackings= O| 2}
o F4 A MO A HEE M= HE ARAGH7|AF EZ2H)S0f CHet S 4= 2HA
x



3

Technology

Pen-Testing for IT&OT
Scenarios based Attack
Air-Gap bypassing
1CS/SCADA
Environment Hacking

People

Social Engineering Hacking
Uniform & Auth Card Hacking

Voice Phishing & Pharming
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Project Name

Nature of Business

Period

Service Provided / Job
Scope

CHSt R EHAE AILIE| 2

Hacking for Autopilot Systems, Automatic Steering System
in Marine industrial area.

Auto-Pilot System on Ships (Under the NDA)

6 Month

Phase 1: Black Box Pen-Testing

Phase 2:

4 Things to hack While Using Auto-Pilot System on Ships
(Auto-Pilot Hacking Check-List

Phase 3: 0-day attack to GPS System and Auto-Pilot system
+ Source code Auditing.

+ UART Connected to Devices and we analysis their
firmware.

+ JTAG Connected to Devices to log in their embedded
Linux system as root privilege.

Phase 4: Provide Documentation

+ Report of Pen-Testing (White, Black Box) each one.

+ Security Guide line for improve their systems.

+ Check list for their own Embedded System on Ships
system when they planned to start their services.

+ Video Demo and Exploit Code and H/W Testing Devices.
Phase 5: Reference News.
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