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Ref. : Recommended Practice: Updating Antivirus in an Industrial Control System


https://ics-cert.us-cert.gov/Recommended-Practice-Updating-Antivirus-Industrial-Control-System
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Ref. : IET Standard : Code of Practice Cyber Security for Ships
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(old No.)

1(3) Social Engineering and Phishing*t Malware Infection via Internet and Intranet

2(2) Infiltration of Malware via Removable Media and External | Infiltration of Malware via Removable Media and External
Hardware Hardware

3(1) Malware Infection via Internet and Intranet Social Engineering

4 (5) Intrusion via Remote Access Human Error and Sabotage

5(4) Human Error and Sabotage Intrusion via Remote Access

6(6) Control Components Connected to the Internet Control Components Connected to the Internet

7(7) Technical Malfunctions and Force Majeure Technical Malfunctions and Force Majeure

8(9) Compromising of Extranet and Cloud Components Compromising of Smartphones in the Production

Environment

(D)DoS Attacks

Compromising of Extranet and Cloud Components

Compromising of Smartphones in the Production
Environment

(D)DoS Attacks

Ref. : Industrial Control System Security — Top 10 Threats and Countermeasures 2016
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DoS(Denial of Service) : HHEL A0 HO|EHZI 7t5 XtA| EHAO|D QIS5 =
DoS
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