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KR Technical Seminar 2018

Themes

1) Updates on BWMS

2) New Features of Bulkcarrier Design

3] Cyber Security

4) Updates on Global Sulphur Cap & Outcome of MEPC 73

31 October 2018
Athenaeum Intercontinental Athens Hotel
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Building a strong cybersecurity in Europe:
A European Cybersecurity Competence Network & Centre
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Ensure long-term strategic Pool, share and
cooperation between Industries, ensure access to
research communities and existing expertise
governments

18]k

0%

Co-invest and share Help deploy EU
costlynfrastructure cybersecurity products
and solutlons

#SOTEU |

Ref. : The EU cybersecurity certification framework



https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-certification-framework
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ANAINTICS ATTACKS/ APPSEC CAREERSZ CLOUD ENDPOINT IoT MOBILE OPERATIONS PERIMETER THREAT VULNS
BREACHES PEOPLE INTELLIGENCE THREATS

ATTACKS/BREACHES
Golden Galleon Raids Maritime Related Content  Ssonsoscty
Shipping Firms
RESOURCES BLOG
. A new Nigerian criminal gang is launching attacks on the maritime
e industry. Left of Breach
Want to Avoid Attacks? Think Like the
. N B Marines. The Marines are tough, but they're
Curtis Frankiin Multi-level attacks are part and parcel of modern cybercrime. Recent S, T oy A
n dissection of a campaign targeting the maritime shipping industry shows to stay "left of bang" on
tactics involving Business Email Compromise (BEC) and Business Email ) ]
Spoofing (BES) fraud, wire-transfer redirection, spear-phishing, and good old- W AT e e
What malware types were resurgent in the

B 0 COMMENTS fashioned theft.

] 7 i
COMMENT NOW past two quarters? Find out in the Cofense

Malware Review Q2-Q3 2018...

Over the course of the time the Secureworks Counter Threat Unit (CTU) has
been looking at a new group that they dubbed "Gold Galleon," the loose

Login i - i 6 Keys to Faster Phishing Mitigation
grgamzat\on has iat’(empts_acl at least 33.9 million |r1 fraud against a very spgcnfnc Phishing is st the #1 cyber-atiack vector.
industry — behavior that is unusual in an enterprise that tends to cast a wide Don't take a chance on missing malicious

- A i emails and the resulting breaches.
50% net in search of any available target. Download the e-book for 6 keys tn fastar
X N phishing mitigation!
m Researchers were studying a group of Nigerian threat actors known as Gold

Ref. : DarkReading



https://www.darkreading.com/attacks-breaches/golden-galleon-raids-maritime-shipping-firms/d/d-id/1331624
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Red Team Operations Analysis
Attack Lifecycle

Internal
Recon

4 Initial Establish Escalate Exfiltrate and
3 Compromise Persistence Privileges Complete Mission
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No. Top 10 2016 Top 102014
(old No.)
1(3) Social Engineering and Phishing*t Malware Infection via Internet and Intranet
2(2) Infiltration of Malware via Removable Media and External | Infiltration of Malware via Removable Media and External
Hardware Hardware
3(1) Malware Infection via Internet and Intranet Social Engineering
4 (5) Intrusion via Remote Access Human Error and Sabotage
5(4) Human Error and Sabotage Intrusion via Remote Access
6(6) Control Components Connected to the Internet Control Components Connected to the Internet
7(7) Technical Malfunctions and Force Majeure Technical Malfunctions and Force Majeure
8(9) Compromising of Extranet and Cloud Components Compromising of Smartphones in the Production
Environment
9(10) |(D)DoS Attacks Compromising of Extranet and Cloud Components
10(8) Compromising of Smartphones in the Production (D)DoS Attacks
Environment

Ref. : Industrial Control System Security — Top 10 Threats and Countermeasures 2016
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