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Rec 153

Rec 154

Rec 155

Rec 156

Rec 157

Rec 158

Rec 159

Rec 160

Rec 161

Rec 162

Rec 163

Rec 164

Recommended procedures for software maintenance of

shipboard equipment and systems

Recommendation concerning manual / local control
capabilities for software dependent machinery systems
Contingency plan for onboard computer based systems

Network Architecture

Data Assurance

Physical Security of onboard computer based systems

Network Security of onboard computer based systems

Vessel System Design

Inventory List of computer based systems

Integration

Remote Update / Access

Communication and Interfaces

Ref. International Association of Classification Societies
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http://www.iacs.org.uk/publications/recommendations/141-160/
http://champ.krs.co.kr/main/main.jsp
http://www.iacs.org.uk/download/8647
http://www.iacs.org.uk/download/8647
http://www.iacs.org.uk/download/8648
http://www.iacs.org.uk/download/8648
http://www.iacs.org.uk/download/8649
http://www.iacs.org.uk/download/8650
http://www.iacs.org.uk/download/8651
http://www.iacs.org.uk/download/8652
http://www.iacs.org.uk/download/8654
http://www.iacs.org.uk/download/8655
http://www.iacs.org.uk/download/8656
http://www.iacs.org.uk/publications/recommendations/141-160/
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Ref. www.zdnet.com


https://www.zdnet.com/article/port-of-san-diego-suffers-cyber-attack-second-port-in-a-week-after-barcelona/
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No. Top 10 2016 Top 102014
(old No.)
1(3) Social Engineering and Phishing*t Malware Infection via Internet and Intranet
2(2) Infiltration of Malware via Removable Media and External | Infiltration of Malware via Removable Media and External
Hardware Hardware
3(1) Malware Infection via Internet and Intranet Social Engineering
4 (5) Intrusion via Remote Access Human Error and Sabotage
5(4) Human Error and Sabotage Intrusion via Remote Access
6(6) Control Components Connected to the Internet Control Components Connected to the Internet
7(7) Technical Malfunctions and Force Majeure Technical Malfunctions and Force Majeure
8(9) Compromising of Extranet and Cloud Components Compromising of Smartphones in the Production
Environment
9(10) |(D)DoS Attacks Compromising of Extranet and Cloud Components
10(8) Compromising of Smartphones in the Production (D)DoS Attacks
Environment
Ref. : Industrial Control System Security — Top 10 Threats and Countermeasures 2016
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’ Ref. : Industrial Control System Security — Top 10 Threats and Countermeasures 2016
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