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K j Oil Companies International Marine Forum

Ref. Oil Companies International Marine Forum
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No. Top 10 2016 Top 102014
(old No.)
1(3) Social Engineering and Phishing*t Malware Infection via Internet and Intranet

2(2) Infiltration of Malware via Removable Media and External | Infiltration of Malware via Removable Media and External
Hardware Hardware
3(1) Malware Infection via Internet and Intranet Social Engineering
4 (5) Intrusion via Remote Access Human Error and Sabotage
5(4) Human Error and Sabotage Intrusion via Remote Access
6(6) Control Components Connected to the Internet Control Components Connected to the Internet
7(7) Technical Malfunctions and Force Majeure Technical Malfunctions and Force Majeure
8(9) Compromising of Extranet and Cloud Components Compromising of Smartphones in the Production
Environment
9(10) |(D)DoS Attacks Compromising of Extranet and Cloud Components
10(8) Compromising of Smartphones in the Production (D)DoS Attacks

Environment

Ref. : Industrial Control System Security — Top 10 Threats and Countermeasures 2016
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« OCIMF : OCIMF(Qil Companies International Marine Forum)= Torrey Canyon
SHFALLL(1967)0|F SHELHO Ot 2ty Sl 227t S7tkl= &AM Oil
2+ 3| AkShell, BP. Exxon Mobile, Total, Chevron S)7F 20| 19704 48 9¢
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SIRE : SIRE(Ship Inspection Report) = = 1
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