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KR Technical Seminar 2018

Themes

1] Global Sulphur Cap

2] Maritime Cyber Security

3) Kamsarmax Bulk Carrier New Design
4) Maritime Outlook
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(Frequently Asked Questions about Network Problem within America Area)
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Ref. : COSCO Ransomware Spreads, Hazardous Cargo Bookings Cancelled, Computer Business Review, July, 2018
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Ref : Cyber, Climate Risks and Human Error Threaten Shipping’s Safety Progress, Business Wire, July, 2018
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Ref. Port Cybersecurity, TechTarget, July, 2018
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Feko| Hetste 2 RHiko|

o ot Mg ol FALO|H 2 OF ZE[A| A8 Q1T HAFS F(csms1)
204.1 flgEe - W2 7= A 27[= 20 2ot S&s 0K = 2|7 23

IcsOf| CHot 2 7| &L F|Hdo = Qs 1cs & & 7|0 BMHECE =42 =
= A= 54 E=OHIER Qo ZAO|CH CHE = =¢ CUEE Hotm0M Y&
ok icsOf CHH 7HE SChet /e S E 0|0t K|t 78 FA8E{0f 0|0 BsI 10CH AHO|H
¢ = HE ANAE St HYOf CHsiAM EA5H 0K} oLt
No. Top 10 2016 Top 102014
(old No.)
1(3) Social Engineering and Phishingt Malware Infection via Internet and Intranet
2@ Infiltration of Malware via Removable Media and External | Infiltration of Malware via Removable Media and External
Hardware Hardware
3(1) Malware Infection via Internet and Intranet Social Engineering
4(5) Intrusion via Remote Access Human Error and Sabotage
5(4) Human Error and Sabotage Intrusion via Remote Access
6(6) Control Components Connected to the Internet Control Components Connected to the Internet
7(7) Technical Malfunctions and Force Majeure Technical Malfunctions and Force Majeure
8(9) Compromising of Extranet and Cloud Components Compromising of Smartphones in the Production
Environment
9(10) |(D)DoS Attacks Compromising of Extranet and Cloud Components
10(8) Compromising of Smartphones in the Production (D)DoS Attacks

Environment

Ref. : Industrial Control System Security — Top 10 Threats and Countermeasures 2016
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Ref. : Industrial Control System Security — Top 10 Threats and Countermeasures 2016
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»

Vulnerability Identification

. Threats r Countermeasure

Risk Analysis

Likelihood r Impact

Control Identification

S —

Step 1 Scope Determination
Network Topology, Asset List, etc.

» Step 2 Critical System Identification

Criticality Index (CrI)
= Confidentiality Index (Col)
+ Integrity Index (II)
+ Availability Index (AI)

3-1 Threat & Vulnerability
3-2 Risk Analysis
3-3 Control Identification

Step 4 Recommendations

Step 3 Cybersecurity Risk Assessment
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® STEP 1 : SCOPE DETERMINITATION
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® STEP 2 : CRITICAL SYSTEM IDENTIFICATION
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® STEP 3 : CYBER SECURITY RISK ASSESSMENT
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5
Significant

10
Significant

8
Significant

12
Significant

6
Significant

Impact X 3

12

3

Significant Significant
6 8 10
Significant Significant Significant
5
Significant

5

Index

Probability

Cybersecurity Risk = (Threat x Vulnerability) x Consequence

Ref. : [EC 62443, 1SO 2705 : 2011, API STD 780
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SMB(Server Message Block) F#4H : A= AKX LHOA oY E&

CIMEZ] A =8 XSS SROEH AL HAX] SHERES)2E,

=7| Oo|Aza2xZEO| fAOIX| T ol FEYX|S SFot=0 HSH
2 2N
o

dELZ WE0 rYL, 2522t Z
=

2 B2 MHIL SEStE T2 ORI 2 2o FFHO0| ol 2Lt
o
=

Petya O| MO 943 2H0] 4RO S SMB 3 4H

MBR(Mater Boot Record) : PCO| MRS HZSH 2iol= HEHK S
ZHERSHA el StEC|AT M HZ 7|FE AAH 922 MBRE| FHEIt
Ot e[ AL 27t 2l Z2, PC 7+&0| O|RX[X| el =3| £EI0| £[X|
e T LA

H Ot T X|(Security Patch) : 2SN A LI SEZZ 10| LA E 2ot FAHS
Ha5ts AZEQO. EQHIHXIE & EF FATES 48st= AolHzZH 8
AL HHS UXStD, ZIE PC 272l /S MAHS FCh =R AL
HOHHX|= O0|ARAZEME &3 XAtE52 2 YO|O|ET} 7hsStot

ISO/IEC 27001 : =A| EZ&E32} 7|7(ISO, International Standard Organization)”}
Nyt HEES 2| X A (ISMS, Information Security Management System)Oi|
Cist @ AL S #Est 2H EE. 20058 =] EFQl BS7799E 7[HIO 2
HEORCH, GEED0 Ciste] 7|l Y|t Eord™ Xpikate] SO
Ciot #42 B0 RUALCEH

DMZ(Demilitarized zone) : Y ER IO A FEXGZ XotH, 2 £
MHIAE XSO & [f LIE X2 E337] flof HEUER IS 22|47
S{t2 Zotth &, W& HEYIALA 2F HESIA AO|0 DMZEt= F#tE
TOlM DMZ Lf MH e YL 2R LR HEYIE B & 5 UCh
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