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£=Al(Recipients): ISM EHEX}

S (No.) 1 2019-02 =t (Date) : 20194 12€ 24

o)

HM=(subject): AIHE I Mete] Aloj 2(A3 z2fof CfF KR MAX|E ok

[

1. IMO MSC 98Xt 2ol ZI} 2021d 01€ 01¥ O|F Teistes AW Al
AXIAAFA] IFR| Z|ALS| OHEZIZ|A|AEIA ALO|H E2|A3 #2[7F HtEE A

HiotHr A2,

mo o3

2. Ot&F OtYRE 7|52 7|5 X|HO| mat BteEA AOlH B2lA3 HE[FEXE
Aol otE A A—(SMS)O =8 H AlY St0j0F SiT, CHottl=& Zelol
L

=
1 Htel 7|52 EXE £ET AS ARIASUL

3. £3], 20214 O|= FL PSC MoUO|A M8 AtOjHEQH 22| O|Z0| CHSH PSC
Aoz XY @e 7ts40| YoDE, AYF2 AtojH 2[A3 e[FEX +~E o

o
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2o 9ol tiFEn AU

4. 0|9} B0 TH2MZE 2020.01.01~2020.12.31 ALO|O| A& OFaF Ot
|

HE 7|Z0 AT I MHEto] IsM YA, A E, AR, B, BAUAST A Al

—_ 1 —y 1
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Aldgh 0fH0|2O, 2021.01.01 O|F0= £XUMEo=Z AET O FRHLICH
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AAR Al AtolH 2[A3 EE|IEX 8 HEE HFT F FHY A0 U=
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DOC CHECK LIST for Cyber Risk

Management(CRM)

| @HHEE Res.MSC428(98)0] [HE ofidf ALOIH 2[A30| Lot LTI HA Q| el o2
d452 Pl §RE822 MIE= A2, AT BHESR HE0 AESHH FA|7| HHELCH

x HAHO| ofE = A0 e EAIYHY
or ¥ : E2AZ oIRAS (Verified as sampling basis)

H : SHEE[X] &S (Not Applicable)
b 0

4 SAFO| AldE= HAY=2 1 WES FHEYEIMO| Z|RTiCt
No. |Code 4 g5 r<inl;
AEE2 ALO|H  Xjik(cyber assets)Ofl CHSHO AMO|H 2|23 F7tE A™SIAL,
Ato|H 2|A3 B2[(CRM) HALE SMS of HtHst =712
1 1 -ISM Code 1.2(8®) & 14(7|s8a0)E Bt CRM M B 3ol

- APOJH{ Apt
- A8 MSshes O

(
Al 2ol (AZEQ 0|, SHES
|

)
B A& ghAlo] mp2 E|AE|. LFEW% 2ol

Aol £t AAFO| X2 A oJAEHE NAIZL R0 A=k

2 | 3 | solnr astel Alw. gext XM 2ol (P 2E
SAXISl ol M0 CH3F AFO[H 2[A3 2 mS0| N2 9 =7P
- AFEE el CRMOf| CHSH % el LY gol % |=X| stol
3 6 - Al'OlH‘I A|-'6C'>I-0| AJ‘OLJO”}” ElEE X"Xl- ol |-E7|- |:||-EI_:|E|0.| S?AEXI zl_ol_'
- AlO|H EE %A MEIF Mt HZn Q=X &9l

MutoM 2ME X|g

4 | 6 HES| Mkl A=71
- SLEQ0f / 2ZE

o r|o

2lof / BHOIE I{X| / AlO|H #H FE 5

, [Operation) B35j0{ HE ZX|(EXhO| thsf XH3|
> - 2| S (Existing Controls)0fl S8t ZX[(RXh7
- WEXtol E2|X 29 9 usB S 0|&4] 0/C|0f

Aol 2|23 E7F ZME |FEE +;IE,P°| E+H 2YUF(Key Shipboard

o H
P 2esictn MEE WE =l
e, JEE =

fot
Rl
2
Rl

Mutol Afoje Hefol Chu|sh AtUFe| HINTHS X7} ORE|0] Tl
6 | 8 " etol lan AAZ B & SL A0 A& oleiel HepN oo
ArdEol Atole Hefol CHEE HINTHS FAZL ZE(hard copy)2M OHHE0f
6 |UAE7R
T e | - HAIE U 2K Y 9 YRt $X&
- Afolef A7} Mol & =K ol

ASES | KK %7| QT
AlO|H 2|A3 Hyt iR =

o [FHEID Oj™ED gl

8 - Z=7|MQl M7/ 24/ YCG0|E / OfH|E 2|
- EIERXF K™ 7 BE7|E ||

227t ’7E= AO|lH FHE |XEs BRI

HEHAL MYHE 2 ABUE A
9 | 12 | - HEHARXS IP* 2ol
- R AL §HE E£= 20 B0

o O

Ato[H] 3 HAHA|AR) 9 22| FHE (Existi ing Controls)2| &atd % XZHoH o|A0f
Zote|o| HE/AE/HItEIRER
=13

9ol
= - o [
- HYAE 9 FBYE MO CRV HRS BHOID YL O

0

10 | 12 ("7l El=78

Q|5 AEElE Ato|H S I PUE HIIE|E AO|H Xpi2 FI|Ho= HFT/HE/

- QIEfElE AlAR Y RRMO| CHE HE/HE/FIH BA L 0l#I|S ol
Company Name : Date :
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A

X

My
oX

4

0-°.-*

=. =
1. Ak%"é*% fOIEH JtW(cyber assets)0fl CHSIO] Ato|H 2[A3 FI7IE A|dSIRn, Ato|H 2|23
Z2|(CRM) HXIE sMs o #FstR =712
< Reference 1. Attt 38 Of|A|>
QUL SHRRA
AEE[X| MB{(UNIX, Linux &) AT EY0|(0S, I{7|X| AZEY 0], WAl 5
HESIEHPE, 294K, 8= 5) sgmz1y
HOIAAR(ESIE, DS, IPS, VPN &) HOJE{(URY M 3AF Y ME 5
THUT|(pC, EE, HE SHEY 5)
oM (use M 22|, E|A3, HO[Z 5)
< Reference 2. Recommended Cyber Asset Identification List - Company>
Critical Index Assessment for Hankook Shipping (Busan Office)
No. | Category Assets Model Description Application Location sofl)ructi-ng C| 1 |A|Cr
1 Server File Server-1 SVFL-TB0O00 File Server Windows Server 2012 R2 KR Tech. o 2132 3
2 Server Operation Server-1 | SVOP-K2000 Operation Server Windows Server 2012 R2 KR Tech. o} 2132 3
3 Metwork UTM-1 Masterwall Unified Security Management Systern Server Room o 2133 3
4 Metwork Main Switch Cs1208 8 Port - Main Switch for network - Server Room o 2|33 3
5 | Application E-mail Office 365 E-mail service for office Office 365 Microsoft o 2213 3
6 | Application E-mail Skyfile E-mail service for ship Skyfile Skyfile o] 21313 3
7 | Application Cloud Onedrive Data Backup Onedrive Microsoft o 2132 3
8 | Application FMS systern Planned maintenance systemn for ship OPMS application MN/A X 2132 3
9 PC Personal BC LG-GR1T Laptop Windows 10-Brofessional e X 223 3
employee
- Q=0 YIEFSIO RABHE AA U AH[AE Z
- dEr Rt HASIY Y AL ATY-HOo|H= Aot FY=HEHOF St=X| (Integrity) H
t8E-&Al 7tE 7tsSHoF StEXl EE FHAl A5 AoiE &=X| (Availability) level 4|2
- ALOIH XiAtOf 2fSHE 7E £ UEs AP (Threat)nt, O RO CHSF RHAtO| F2H (Vulnerability)2
Al EH
=2

< Reference 3. General Threats>

* SRR §2 2 (=2lAH/E

2| =)

* QFO|X Ol (Malicious) codeOf|2| Z&

< Reference 4. General Vulnerabilities>

* I AYET}
* HEKAIY
* 23 AlLEO| YHOIE E[X|
* Malware &
* =28 2 Mot HESHA
* 0|4l MZ OfM| 2t2|7F H

25|

QUALE, ZHESEALL 250 RS
Aot ol X = UK|

orto
(=)

orto
(=)

24X WAl Z2IY0| MA|EIX e

ot
LS

of

o
(k=]

O

Apole] Azto el Wi

17

U] A%, ISPS Codes: Q1) A on Feld Aol FAH gorh Mgl 44

=
‘O/] 7(—]3- Exﬂ X—];(]_E u].E:] 61— JJO7]_ }\)\‘j.
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DOC CHECK LIST for Cyber Risk Management(CRM)

< Reference 5. Recommended Cyber Risk Assessment List - Company>

Cyber Risk Assessment Worksheet - PC

Asset Threats ;;:;E Potential Cause Iy eI - Existing Controls VI | T1|Crl| RI Proposed Controls RI?
1) Set password more than 8 characters
Lack or weak access password with number 2|3 l20
pelicy for network 2) Change password pericdically (half .
year)
Lack or weak account 1) Establish procedure to assign and
il I . 2|3 (20
management invalidate access autherity for employee
1) Initiate security function for the
Weak cenfigulation of security new/changed network system 5|3 l20
setting 2) Change default security setting for the .
new;/changed network system
- ! 1)Using VPN in the IT network
Wfﬁ‘tk ptmtectt“_et”m”k 1) Disable the PC 2) Install the security devices(UTM) in the 2| 3|20
achitecture to intrusion 2) Manipulation of data, | network
record and history 1) Install the firewall in the proper position
3) Leakage of of network 1) Change to high
. Lack or weak firewall function information 2) Change setting of security function for | 2 | 2 | 3[40, 'ang - 9 2
P Unauthorized B - o unctioned firewall
erson network External 4) Ransoming system irewall
al PC access personnel for monetary 3) Initiate security function for the firewall
compensation 1) Establish measures to record access log
Lack of access log measures for 5) Spread malicious 2) Establish measures to prevent change
metwork g code to other and remove log 2]3|20
equipment through 3) Procedures to maintain and periodical
network check the record
1) Install the real-time menitering and
alert system with exclusive cable line
Lack of monitoring measures for 2) Establish procedures to prevent
: s ) 2|3 (20
network unautherized access to monitoring device
3) Establish procedures to maintain and
pericdical check the record
1) Company include articles for cyber
Lack of supervising measures for responsibility on the network service
network service provider providing contract 2] 3|20
(outsourcing company) 2) Get the security pledge for the external
personnel of network company
=006 = o I S & |_ o S
- SR AO|H Xtz ME| 0 FofdS Eote EeYt U= ApitsS Yoz ¢
ol * . . L = .. o . =
- AHE IO F ol CHSHo XY FStD U EX[S(Existing Controls)= LIEstd, 10 [MHE
AR o i -+ [ AXO
2|23 sTRNE B7L ER Al F7b =X MAISHH, odEithEles TH 223 +FES
Bt (RP)
< Reference 6. Guide on Office Cyber Risk Management Level>
71259 Hel 22| Z3tE e
o3 Sto S = [ o o
- Aol Tt deE 2EOnol dgs A | AHU 2Fo =250 A= dYES 2T
=7
] L = o
e Mutsoie B2
- detab HOlE=  e-mailg  SOHAMTH
) o o " .
westH, LA 21 HES Sl Al
= =
L 2ol =ots0l AE ZB 2
g
= = o = S = ==) S
- HOHE Moz T&ESE= PCo OSE |- OO =& X kE(topology) &8 &%
Lot Applications2| XAzt 2e| HEQ3 Yo| #oUM =7} HE T Q
- WA Z2 O/ X 8L ELet e - 20 g4 AolH SHEA 7 2R
- E-mail AH|A A Be (e.g. 7HQl EHT| B2|, Account 22| X A3
A—I I-I ':)
- dEoMel LAHR E-mail &S SOl U0 HOHZE MIEHE E2, 72X Malware
monitoring & filtering =& 2 2[E £ UMX(D, MEo| AEHU 2HH0| H3E= dR0=,
o " o . . =
unauthorized accessZ H7tX| 124510 2|At I:||E%’-.|EL7} E3M0| XQkM HEMo| AW = Tt
(o] k=X
N =]
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DOC CHECK LIST for Cyber Risk Management(CRM)

2. AMO|H i MUTOl X|F U MEBE HAZ +HE A=

| |

- Ml Motol AW EREEXE X|H 2ol (DPEE)

- ok 2l Al ety Sl odgf SOl FHolk|of QUO{OF St, A @lo| QIX|Stn Qo{of B

- 71F9 RAX Y OJMZATE MAH EE TtsSSHA|TE AO|H #E 24 MYUste FEnt He US

- O Al AtOlH Z#H 7|=X™ X|f(Technical Advisor)O| 7hs3 G2tX7t BH7| 2 ZQ US

3. SAEE U Mo St Alo|H 2[A3 B wK0| HSED A=72

- AMOIH| 2|A3 HIto| M2 ZX|(Existing Controls)0lAl "W OZ AlEHSH A0 HHZ Al
E}AE=X 715 <ol

- FI|HQI AL AO|H 2[A3 s HE U A T7|F 2ol E9| Hj&A=0| gt CHH| 3
S W&ol g (7] & Y2 3Ato Lo [E)

< Reference 8. Recommended basic awareness items>

* gtsiol Afojdf 2430 7 U 7|Y

* IIAQE AL, FI[HQ 2HAILH(0S)2] YHIOIE, #dl EX] S
* 0| R QAR ARE FolAte

* JHRIH QI AROIH Xpih ALEX HFE ALOIH Kbt AFECl HX S 22| (0|34 MToiN =g

* F7|HQ oy Yol F2d

|0

| B2 X=X

- AR R]S flet BX A B|ARIF OrEL 0] JEX] 2

4. deolM F-E X2 HES| HISED A=
o i

- AOlH RpAO| £, SXw4 SO TEdt sj=goj/AZegol/YHolE X S0 HES
a8l 238e ol

5. AfO|H 2|23 "It a2 R3E|= d9o| Xl 2T (Key Shipboard Operation) 235104
" ZX|(ZAho| chsi HAEs| 2 ERA=71

- Existing ControlsO g%t ZX|(EXh7t ZsiCta AMEE LE0| JUCHH (eg. 7HY PCe

StHED Y| M HZ/E[XA Account 2|, FQ HIZsSH EA &) d2et WE&0| HEY

AL HAEO| HEof oj¥ED YLK ol

6. Aol Aol Hsjoll CHHIZ ARQEO| HINTHS HAZL OiEEl0] QUETR

SAro| MOIX} QI CEFR} K| K. THCHXFO| H|AMHS 2X|& &9l
- 08 A =0 it 72X KHE HE = Us FENE 2E A=K =

7. ArdEel Atolw| HsHofl Cib|et HI YIS EX7L £ E(hard copy)2M OHAE|0] QUE71

- Atole| Hall Al Xﬂr—?)ﬂi 7t& 7tsoHX | 22 7 W Mo HYHE Mree 8H=2 =Y
Atgto] QIX| g £ Q= RO HIX[Z[0] UO{OF e

- S MYR H HIYA XY, R HI@*EH% A= =l

- ST oSt 7| XdE EE + Us M =HE SRR =

- MAE|E MUrRE|ElDL 22 2ME MU ZE2 HlojH T3 EE= 0 £44A0] 0[F
K22 AOIH Apitof Hai7t dsts ¢ Mefo| Motz x| R=5F 5t= =X OfE 28y
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- AtEELl ITE dEel otete EEl F4H

=

HSOl BtEAl ER3SHK|= ESS 1

Mot

ir o
FER US.

8. Aol 2|23 FWrt ZaE 27t fEE AO|H FHE= {|XEF BX7 FEEG HAEY
o[dEln A=7h

- AOlM 2123 WYL FIE SF BTt e Al XA FIIHel ¥ £ HY 59
2| WA £ 2l
- FHER YR/ Yot 5 4y

34 ® B F7| /7 fHF i+ R e
O

HXhAAE) U 22|EF(Existing Controls)?| Zahd U HESH o|do] LHEMAL

- UWEANA HUE £E 2OM0| CRM 8S EHD ALK ol

- R MARHE HES B ¥ 4 Y& RHO| ALK ol Aoy B 1 0|4 5)

- HHE/EIAN/ZADN SOl YuEel 2RI Hon cRM W8O0| Qitt ¥XEts Atol
g2 IO IR Uk HOE 2T B 4 USEE YL SOAO| §18). o/ FL
OIER S8 Sof UHE ABSHD YLK ol e

- NTAE U FYYUE DO AolE 2lA3 e B22 TSD YLK ol

10. 2|5 P& E|= AtO|H S S PE 2|x|l= AO|H Xpi2 FI|Hoz2 HAF/HE/B7IEI=7R

= il E} ra
- QF YME Soff 2|1 Us AO[H KA W QIE ALO[H| AH|AO0 CHSH F7|XQ HET/HE
0|0 7 o o w

25ty olof tigt 7|5 =l o] HA| HEtof IHY 2F0 NIEH= 8 Ch 235t Mg
g2 e A

egl) M U HERI 22| MO Tt F=7|HQ 2XHXHA) 5

e.g.2) AZOIAM MZIg ot STt QI E|= e-mail MH|A M AL (e.g. Microsoft)

e.g.3) AIO|H ZHEH 3Xt AT U A 7 (eg. 1SO27001, st=2MZ ALO|H HOF Q1F)  [E]
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oz

O HHEE Res.MSCA428(98)01| [HE ol ALOIH 2|30 Cigh e 2t2[M Ao ZatH el Ofd 9
d5S ?o 1822 NIEe A2z, MedA HHER HEO0 AESHY FA|7| HHELCL

x HAHO| ofE = A0 e EAIYHY
or ¥ : E2AZ oIRAS (Verified as sampling basis)

H : SHEE[X] &S (Not Applicable)
b 0

4 SAFO| AldE= HAY=2 1 WES FHEYEIMO| Z|RTiCt
No. |Code ’é'uw:'u' %!'% 72:'-1_1"

AMAE2 AfO|H Xtik(cyber assets)O CHSHO] AO|H 2[|A3 HILE A|WsIRiq,

AtojH 2|A3 2|(CRM) BXIE SMS 0f BtH5I =712

1 1 - ISM Code 12(5E) & 147|822 H)E HtEst CRM EX E7 =0l
- AFOIH| 2|23 HIEMO| ALO|H AtAt ZE =0l

=

CECDIS 7t X8 M2 ECDIS 7t LS, 1A 2 Mere o9l Hu| 2ol
Atolt Bl Atz X3 W olAFEF MA £

2 | 3| - MYD Mo Aw. =R XY sol

- MF QS MY AolE| 2| MQUR] MeDt o 2ol

L O [ |

— =

/7| ZALERS] EHEE7|7]9] AtOlH BE SA
K0l mSA Lol Aol 2lA3 ng A

MEte 2o X2 HES| HIER A=71?
41 ® | _segof y AmESQI0 / HEO|E THK| / AtolH A M= 5

Ao 2[X3 Wp FutE @yE= ME0] T3H
Operation) ZEISH0l HE TX|(HAHO| Chel XTe| ure EIYETR
- 22|88 Existing Controls)0l S8 ZX|(HAh7t LRSICHD ABE Y8 2ol
- grExte] 22|18 20t 9l Use S O|SAl 0jr|of ma, HEw

Afole| Esfol chu[er HIYTHS BAE XHe| +ax/o] HeAo|
6 | 8 | -ECDIS S 7IEf fLt O|4ko| FH|o| Chet B4 HS %A= =
- AfO[Y 3|2 EE 23 Act 2ol

Mefol Aol HsHof CHHITH HIYCHS A7t EHZE(hard copy)2M OHHE[0]

6 |RA=7R
7 8 - ECDIS % 7|E} StLt O| 49| =2 AtO|H FH|of CHst HIA CfS OfiFY =0
- AtO|H{ 2tE HIMGIEEN ZOIAAl & K| OfF)

Meo| Aole Fsfol CHE &
g | o [EX7} +YED o|WEID Q=
AT JIE AT U RMBAY D WA U YA 8 s

Alo|# E|A3 Wy} Zolz BE7t QITEE AO|H HHE SQX|ES: M}
o FEEID olME D gl

9 - 7|0l HZA / B4/ UHO|E / OfH|E 2|

- SR X/ BE7IR 8K

Ao[B] Bl EA(AAH)

10 | 12 | - LHEAARXIS] Xt =2l

RN AR EE 2T 80A ol (HE ¥ 2 A 89
- M HE 9 ZAYAE A0 CRM =S Zgsta JeX| 290l

Vessel Name : Date :

Captain (with Signature) : Auditor (with Signature) :
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% A

nE
My
oX

4

0-°.-*

=a. =
1. *f%”é"% f°|H'| xf“(cyber assets)0ll CHSIO| AfO|H 2[A3 HIILE
#2[(CRM) EXHE SMS of gtEstR =712

<Reference 1. Recommended Cyber Asset Identification List - Ship>

Critical Index Assessment for M/V GEO BUK

Mdsigin, Aoy 2|23

Character Ease of Access Assessment
Mach.
Categol Assets Interlocking Equipment Q'ty | Output Oacer T or 1Bt ey | alcn
gory g Equip P p Conn_| Conn_| Conn
- - - - «| only+ - - = - = = =
AN Anemometer & Anemoscope VDR, RADAR 1 Data * X o 0 1 2 1 1
MAY Clincmeter Data o x ® o 2 1
. . X Steering Gear, VDR, BNWAS, Magnetic Compass, SPEED L
\uto oilot svst Lontro e
NAV Auto pilet system LOG, ECDIS, RADAR, AlS, GPS 1 ntrol X X 1 1 3 3 3
P Steering Gear, VDR, BNWAS, Magnetic Compass, SPEED Critical _
AV Gyre compass LOG, ECDIS, RADAR, AIS, GPS Data % x ° Bl
MNAY Magnetic Compass = 1 Data o i o 0 1 2 1 1
NAV ﬁL?G_GEI' Angle Indicating ECDIS, VDR 3 Critical « « T 0 3 3 3
System Data
NAV  |Echo Sounder ECDIS, VDR g R x X 0 1133
Data @
o
- Critic 5
AN Speed Log WDR, ECDIS 3{2: X X 0 3 3 3
= Data @
-
s
NAV  |RADAR System GPS, VDR, ECDIS, GYRO COMPASS, SPEED LOG, AS 2 CSZ'S" x X 0 11 ]3]|3]3
NAY S GPS, ECHO SOUNDER, VDR, ECDIS, GYRO COMPASS, 5 Critical « _ 3 3 3
Sl SPEED LOG, AlS, ANEMOMETER Data - - -
~ Critical
MAN DGPS ECDIS, RADAR, AlS 2 X X 0 1 1 3 2 2
Data
s = d = = [ [ s
@ 7tset 2 MY THIE 14 7F g2z LHEoo], =2k = A0 =g o
Ht ©3 o S O = = ko) = = s A Ol
@ M8 20| AOIM| FH|Q AZ(Output)0] FAAXIS A0, FQ=E MEY + US.
. - o =] LI O = o
(® Data ConnectionO] 2| Qi1 7Z|AXMSZD ZFst= AMO|H Qo] o] e 77|82

Atole FHIOIA XM elst7| fof E== MEs =
|

A
|
@ HEYHI FYdS AMEHSY| {5t AZ MEf AME EHL (Interlocking, IT
(o]
A

HESQ 30| SIZE0f YK YLCt StHaEtE, USB PortQt 2+

Agsty| s 98 HAEMIE) 2ol
C

o
7g

® et 2gdat HESHY Sy A"l 2HG-HolH=
tE8-Al 7t8 7tsdlof st Ee HAl s e &=

Connection &)

¢t AolH 3l 7tsds

oLt J=HsoF St=X| (Integrity) =
Xl (Availability) level A&
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SMC CHECK LIST for Cyber Risk Management(CRM)

< Reference 2. Recommended Cyber Risk Assessment List>
Cyber Risk Assessment Worksheet - Navigation equipment

Asset Threats T! h:iz Potential Cause Potential Consequence Existing Controls VI T1|Crl| RI Pégﬁ::g RI?
1) Set network password more than
Lack or weak access 8 characters including number 5|3 l20
password pelicy for network 2) Change passwerd pericdically .
(half yean
Lack or weak account 1) Procedurs to assign and invalidate
access authority of network for 213 (20
management i
employse
1) Initiate security function for the
Weak cenfigulation of new/changed network system 5|3 l20
security setting 2) Change default security setting .
for the new/changed system
pretecebwitheutadditional secess
1) Using VPN in the IT network
Weak network architecture to 2) Installing UTM in the interface of
intrusion IT-OT 23 B
Unauthorized network Spebrarkcisseparsteasith=
access Rebrak
(Mote: It is assumed that 1) System is inoperatible trstal-thesecuri-devicesinthe
two ECDIS was installed 2) Improper data/information |interdfaceef-0TandT
ECDIS without paper chart, and | External is transferred to other OT 1) Installing UTM which has cwn
the elec.chart are updated | personnel 3) Manipulation of data and (firewall function in the interface of
through network system K ki I record IT-OT
everyweek. But the system I_,‘a( orwesk tirews 4) Leakage of information 2) Change setting of security 213 (20
do not provide account unction functien for firewall
function for each user.) 3] Initiate security function for the
firewall
1) Measures to record access log for
network
Lack of access log measures 2) Measures to prevent change and
- ) 23|20
or network remove log
3) Procedures to maintain and
pericdical check the recerd
1) Install the
Lack of menitering measures 1) There is not menitoring measures menitoring
- . 2|2 ) ) 2
or network or network device with
exclusive line
- AROIH  ApAE Al CEAOM Fa Aoz AMEE FofdES Ford EHet Us AutS

SRR

- APO[H RHOl fIBH(threat)E 771” &= U=

F| 2= (Vulnerability) 2 218

<

Reference 3. General Threats>

SRUEX g2 H2 (=2lH/=E

O™ 2l (Malicious) code0fl2| Z

)

Ao

[

< Reference 4. General Vulnerabilities>

*

A=}
HEHIAY

2% NAHO| YHoE =X
24X WAl Z2IY0| MA|EIX e

=28 2 Moot HE

Malware 2

OSAl HE Of

QAL ZHESEAL, EE RO
Aot ol X =0 UK HS

[o) X=)

[N =}

45K S

Ba7t HEEK| ¥e

Q¥ (Threat)2| &

[e] k=X
PN =

Feob O ol oheh ARo[H Xfitel

(Form No. SA-04-CK-11_SMC) (2020-01-01)




SMC CHECK LIST for Cyber Risk Management(CRM)

Fordo| cisto sxf Al Qe EX|S(Existing Controls)g Lt€stn, 10| W2 2|Aa3
TERNE B7L ER Al FI7F ZXE MASHY, o &@|thEl= T 2|23 =FS H7IE(RI2)
S FStn A= =X|S(Existing Controls) X F74 =X|Q] HEHSE Al O{2(7|F)E =g
Existing ControlsO SH%gt ZX|(Exh7t Zstcta AHE WHEO0| UCHH (eg. ECDIS XHE
AHO|E Al O|BAl C|AZQl AFF scanning) 12{3t LHRO| HES| HAto| BHAEOf Y0 MHZ

Ol A=X[ =l
Existing ControlsO| 7|7|2| #=7|HQl YH|/HAET} ZElCHH, FH/HAE ZEX 8l 7|F2 Code
1020f 2} A|M=[OfofF g Zhef OZi0] 24 XANHo=z A™MO| 7hs35t0 |42 X[#O|

ZRSICHE SYFEHEX meh Al Z0{of otH, Mol AMH2z SH7f et kit R
spare’/t oot A% Eg A Bt X0 Mt AME 00 g Of ZE A2 AO|H 2t= <l

El
o [
Ok
Ral
rir
o2
[0 1
=

[
HEo| WAts WEAl T  ElAre] 7|Eo| XS FEE 4+ U,
50| 20| Muto] A HBS Aefsts AolH AL O[FE, WY TE FI|Y US|
YHoE MEISE PHAZ T US

2. Aol £t X3 S oIMBE MAL +EEIN A=71?

(== )
Met AfOlH| 2lA3 ma| MRS MFO| B 4 OUf, THX ¥ FP MITO| Aold
QT HBH0| BEHH REE|O| AO{OF B,

O
g Y Al HEA S S YO oK Ao BtO, RO AX|StD AO{OF B
At

o o
71Ee =& 8l OJMEY MA =& ZIsSOHAITE Aol #E E4 MYt Feist & Ee

AA
H|&THE 2T, AtOo|H 2t 7|&X X|@(Technical Advisor)0| 7ts%h A=tNq7t B2 & Ha US

3. Mo cHst Ao 2|23 EH wK0| AP &A=
A

AfolE| 2|23 Bt @2
E9ER| 712 2ol

Mge Muto x|

K|(Existing Controls)OflA| 'WF'C2 AlEHBE A0 MXE AlH

N
Ju
for
o

<Sample 5. Recommended basic awareness items>

*

*

*

UBH Ol AfO[H] 2|20 BF X 7Y
HAYE A, F7IXQ 2YAIAHOS) YEOIE, WA 2K 5
o[ U SIEU AS FOlAE

HOIZQI ALOIE| Rtit ALSTH 428 AO|b] XHAF ALRO| AXIBH 22| (0154 MIHH E3)

7142 HolH #eol F24

Te)

| B2 X=X

(Form No. SA-04-CK-11_SMC) (2020-01-01)



SMC CHECK LIST for Cyber Risk Management(CRM)

Muozo| Xge MWs| MBED =Tk
- AOlY AtMO| 29, RAIE4 SO WRE SHESIo/AZEOYYHOE WA S0l HEY
2%s0f 3382 =

5. Ajo|H 2|23 "It A2 @7kl MUte| E4Hol 2P (Key Shipboard Operation) 25104

8.

9.

2Ha EA=71

PA

B ZX|(BXho| chsi HEs]

- AtolH{ 2[A3 HI7t ZIFE Existing ControlsOf Sgst =X|("xh7t Zasicta AHE LHE0

AUCHH (e.g. ECDIS AE YOIO|E Al O|F4 C|A32| AMF scanning, F7|XQl Data Backup,

HEAS =2/d Eot W USB & OlsA! 0|0 &2|, BEES MAM §) 123 &0 HMEY|
(@]

XL HHEY SO ojdE A=K =

. Ato|H Hafiof CiH|st HIYTHS Exts HAES| L0 MAYAH ng ERA=7R

- ECDIS % 7|E} StLt O[4ko] ApOIE| A|AEIO| EFEFXFO| AO|H| AbT(incident) L4 Al CiS ol
- 20| ALtz FHOILE FTIHQl EHL WEA| BRoKlE %S

(o =]

. Metol Atol Holof CHHIS HIMTHS A7 E2SB(hard copy)ZM DHHEIO] U7k
- AOIB Foh Al HXHEAIE 78 THsOHR @2 4 U7| Rl HYTHS e s2E gY
AFRIO] QIR B 4 9ls RO HIXIE/0] AOOf B HO BHEM QJtEX 22 BRRREE
HzE ZQ s
S O] AOlH BE % BT UHO2 K4 XUSER 0RO W £ oL, Mo 2
T4l 7|7l WRO o2t HUASl B8 U 277 2R 4 AS

P AtOlH ZHFOAM = At
gHo] O|F%t7t gl= AOIL OFEEZEX|07] 20| AMO|H HEHS2 O oM, 7tse
AR AtdY Y X SR 2o @IS, ST ECDIS7t WY 7SS KIASHA| e FRE UV
W20l ol2{st B2 ALOIH HoHol &Y 7t580| e RE=E 2| Z=X|(Existing Controls) +=Z=
o =€ 227t AZ. SHHYU B2 JO0| 8= H/X| & 22 ER

- S H 2=0 tigh 7|&H XEs TE + Us N 55 ER
- 7|1EQ HY ARY F& JtsSotRT AlolH ZE 27 HYUStH e @ He S

Mutol Apole| HsHo| chst
O|E|D QUETR

S AYEO| 7IE AR U EEE A BD EX

r
4
ikl
1
>
oot
>
Kl
pac
do
11
0%
oot
=2
=
_q_}
Hr
Kl
i

=M XL 35D

L YAS T8O AL Tt
=13

=] o |- o = O
- AbOlHf Fafof tis ol 21 FXtoh UCtH HE 7hse

Aol 2|23 F7h ZEoE 27t 27E = AOH FHE |XEs EXZL +EED O[¥ED

A=71

- AOlH| 2|23 BYF ZDtE SN BA7t DR B, SOl M5 250 My ¥ 4¥S
Kefst Atolb] XRAFS FIIEQl WH| wE MY Sof M2 A +Yo| W,

S FHER HYA HY L ES T/ OHE e % B 5 2o YK ol

- BH /HAE /24 59 7|2 /X

(Form No. SA-04-CK-11_SMC) (2020-01-01)



SMC CHECK LIST for Cyber Risk Management(CRM)

10. AtO|H| BHE HXpA|AH) U 22| 2HS(Existing Controls)?| Zakd U XA o|go] LHEAMAL

MEHE Y FYAE A WoEETk
A =

ASAEZM HE StRA2LE F0[AO]

Mz d3stn A=K =l 22 dYEER

(Form No. SA-04-CK-11_SMC) (2020-01-01)



